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existence of wired links; for the wireless network, the topology
is determined by the distances among the nodes. We use the
notation a � b to denote that nodesa and b are directly
connected in the communication network.

We make the following assumptions on the communication
network throughout the paper in order to simplify the analysis:

€ Fluid TrafÞc: We consider the dataßows from sensors to
controllers to be continuous; i.e., we ignore the details
of sampling, quantization and possible packet dropout.
Although the impacts of sampling interval, quantization
error and packet drop probability on the system dynamics
have been intensively studied in the area of networked
control [9], it renders the analysis prohibitively com-
plicated. Thisßuid trafÞc assumption can simplify the
analysis and is valid when the sampling rate is high, the
quantization error is very small, and the communication
channels are of very good quality.

€ Bandwidth Constraint: We assume that transmitting the
dataßow of one sensor requires one unit of bandwidth.
The bandwidth of the communication link between nodes
a and b is assumed to be an integer and is denoted by
wab (in units of bandwidth). Hence, the link can support
dataßows from at mostwab sensors, namely

N s�

n s =1

I (ns, a, b) � wab, (2)

whereI (ns, a, b) equals 1 if the dataßow of sensorns

passes through linkab; otherwise,I (ns, a, b) = 0 .
€ Routing Mode Switching: We assume that there are

totally Q different routing modes, and that the routing
mode can be switched every� seconds. For simplicity,
we consider a simple round-robin switching policy; i.e.,
the routing mode is selected in the order 1, 2, ...,Q, The
performance can be improved by adaptively selecting the
routing mode. However, the mode decision needs to be
carried out in a decentralized manner, which is beyond
the scope of this paper5.

III. M ULTICAST ROUTING WITHOUT DELAY

In this section, we study multicast routing under the as-
sumption that there is no delay and the observation can be de-
livered to the controller instantaneously without any loss. The
assumption of no delay simpliÞes the analysis, which provides
insights for the more complicated case with non-negligible
delay. This assumption is also valid when the communication
speed is very fast, compared with the dynamics of the physical
system. For example, the electronmechanical dynamics could
be on the order of seconds (Page 6, [21]), while the wireless
network could deliver the data in milliseconds. The case of
non-negligible delay will be studied in the next section.

We will discuss both cases of single routing mode and mul-
tiple routing modes. We willÞrst discuss decentralized control,
thus obtaining the system dynamics that are determined by the
routing mode. Then, we will formulate multicast routing as a
series of optimization problems. Finally, we propose heuristic
algorithms for solving the optimization problems.

5In [16], we have studied distributed scheduling for a single hop network.
The extension to the multihop case is highly nontrivial.

A. Decentralized Control

Here, we introduce the mechanism of decentralized control
in the cyber physical system.

1) Single Routing Mode Case:We Þrst consider the single
routing mode. We assume that a linear feedback control is
employed for the cyber physical system, which is given by
[28]

u(t) = Ky (t), (3)

where K is a constant feedback gain matrix. Note thatK
is dependent on the routing mode. Since we consider a
decentralized control, the matrixK has a special structure,
i.e.,

K ij = 0 , (4)

if there is no connection between sensorj and controller
i , such that the control actionui is independent of the
observationyj . Equivalently, the nonzero elements of thei -
th row of K correspond to the sensors having connections to
controller i . For instance, in the example of Fig. 1, suppose
that the data from sensor 1 is sent to controllers 1 and 2
while sensors 2 and 3 are connected to controllers 2 and 3,
respectively. Then, the matrixK is given by

K =

�

�
K 11 K 12 0

0 K 22 0
0 0 K 33

�

� . (5)

Substituting (3) into (1), we obtain the system dynamics
which are given by

�x(t) = Ax (t) + BKCx (t)

= �Ax (t), (6)

where �A � A + BKC .
2) Multiple Routing Modes:Recall that there are totallyQ

routing modes. We denote byK q the feedback gain matrix
corresponding to theq-th routing mode. Then, the system
dynamics can be written as

�x(t) = �A q(t ) x(t), (7)

where �A q(t ) � A + BK q(t ) C and q(t) is the routing mode
at time t. Obviously, (7) represents the dynamics of a hybrid
system withQ modes in whichx(t) is the continuous system
state andq(t) is the discrete system state.

B. Optimization Problem Formulation

Here, we study how to select the routing mode(s) in order
to stabilize the cyber physical system using the decentralized
feedback control.

1) Single Routing Mode:We Þrst consider the case in
which a single routing mode can stabilize the system. The key
challenge is how to determine the set of destinations. Given
an arbitrary routing mode, if the feedback gain matrixK is
determined in advance6, we can simply check the eigenvalues
of �A : if the real parts of all eigenvalues are in the left half

6For example, we canÞrst determine the matrixK 0 when all observations
can be broadcast to all controllers such that all elements inK 0 are free
variables, e.g., computingK 0 using the LQR control. Then, we obtainK for
the given routing mode by eliminating the elements from unobserved sensors.
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of complex plane, the system is stable (here stability means
that all trajectories of the dynamics converge to a unique
equilibrium point [3]); otherwise, it is unstable. In this paper,
we consider the nontrivial design ofK given the routing mode.
First, we obtain the following proposition stating a sufÞcient
condition for system stability. The proof is very simple and a
very similar one can be found on Page 30 of [28].

Proposition 1: If there exist a matrixK with the nonzero
element pattern corresponding to a given routing mode, and a
positive deÞnite matrixP, such that the following LMI holds7:

A T P + ( BKC )T P + PA + PBKC < 0, (8)

then the system is stable for the given routing mode.
Prop. 1 provides a sufÞcient condition for judging whether

a given routing mode can stabilize the system. The difÞculty
is how to Þnd the suitable matricesP and K . We take an
approach similar to that in [28] via the following two steps:

1) Computation ofP: Assume thatA is unstable8. Suppose
that there exists a� > 0 such thatA Š � I is unstable
and there exists a positive deÞnite matrixP such that

(A Š � I ) P + P (A Š � I )T = ŠI . (9)

Note that the rationale of (9) is to make the feasible set
of the optimization problem (10) below nonempty.

2) Computation ofK : Given P, we obtainK by consid-
ering the following optimization problem,

max
K

�

s.t. A T P + ( BKC )T P + PA + PBKC + � I < 0

K ij =0 , if sensorj is not connected to controlleri

� K � 2 � cK , (10)

where the last constraint is to prevent the feedback
matrix K from being prohibitively large (cK is an
upper bound of the 2-norm ofK ). Using the Schur
complement formula [3], it is easy to verify that the
constraint� K � 2 � cK is equivalent to the following
linear matrix inequality (Page 33, [28]), which is easier
to manipulate mathematically:

�
ŠcK I K T

K ŠI

	
< 0. (11)

It is easy to verify that, if the optimal value of (10)
is positive, then the condition (8) holds. Note that the
optimization problem in (10) can be readily solved using
the theory of LMIs.

Based on the above discussion, we are able to check the
stability of the system given the routing mode; meanwhile,
we can also construct the stabilizing feedback gain matrix
K (if possible), as a byproduct. Now, the challenge is how
to Þnd a routing mode such that the optimal� is positive
(thus stabilizing the system). Formulated as an optimization
problem, the search for a routing mode stabilizing the system
dynamics is to maximize� ; i.e.

max
R

� (R)

s.t. R satisÞes the bandwidth constraint, (12)

7For a symmetric matrixX , X < 0 means thatX is negative deÞnite.
8Otherwise, there is no need to control; the system can converge to zero

by itself.

where R stands for a routing mode and� is a function of
R can be obtained in (10). The difÞculty is that it is too
complicated to describe the relationship between the routing
mode and the objective function� analytically. Currently, we
still do not have any analytical approach toÞnd the stabilizing
routing mode. Moreover, it is prohibitively complicated to
carry out an exhaustive search. In the next subsection, we
will propose a heuristic algorithm to search for such a routing
mode in a greedy manner.

2) Multiple Routing Modes:It is possible that a single
routing mode may not stabilize the cyber physical system or
may not be rigorously shown to stabilize the system dynamics.
In this case, we need to consider multiple routing modes and
let the communication network switch among these modes.
For simplicity, we assume that the feedback gain matrixK q

corresponding to routing modeq is obtained from (10). It may
result in a better performance if the matrices{ K q} q=1 ,...,Q
are optimized jointly. However, the optimization will be much
more complicated and thus will not be studied in this paper.
The separated design ofK q is also reasonable since a larger�
means more stability; even if the system is unstable, a larger
� < 0 implies slower divergence of the system state. Hence,
we adopt the matrices obtained in the single routing mode
case.

The following proposition provides a sufÞcient condition
for system stability when there are multiple routing modes.
Note that the proof is similar to that of Theorem 1 in [7].
Hence, the detailed proof is omitted due to limited space.

Proposition 2: Suppose that the feedback gain matrixK q

and the mode sequence1, 2, ..., Q, 1, 2, ... have beenÞxed. If
there existQ positive deÞnite matricesP1, ...,PQ such that
(recall that � is the time interval between two switches of
routing modes)



e� Ã q

� T
Pqe� Ã q Š PqŠ 1 < 0, � q = 2 , ..., Q, (13)

and



e� Ã 1

� T
P1e� Ã 1 Š PQ < 0, (14)

then the system is stable.

Since
�

�A q




q=1 ,...,Q
have beenÞxed, the LMIs in (13)

and (14) can be easily veriÞed and can be rewritten as the
following optimization problem:

max
P q ,q=1 ,...,Q

Q�

q=1

� q

s.t.



e� Ã q

� T
Pqe� Ã q Š PqŠ 1 + � qŠ 1 < 0, � q = 2 , ..., Q,



e� Ã 1

� T
P1e� Ã 1 Š PQ + � Q < 0. (15)

The rationale for this formulation of the optimization problem
is as follows. When we maximize the sum of� q, we are
driving the variables� q to be positive. Once all� q become
positive, the sufÞcient conditions in Prop. 2 are satisÞed.
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