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Abstract 
Data transmission security has become an extremely important field of 

research. Steganography is an art of hiding information in image, audio and video 
files in a way that would meet the security requirements in the form of overt or 
covert. In this study, we propose a new hybrid steganography technique for color 
images that hide secret messages in the frequency domain of a cover image's blue 
channel. Hence this method provide robustness against attacks, eavesdropping and 
capacity.  In addition, we use coding and compression algorithms to obtain high 
capacity along with security and maintains the quality of the cover image with 
considerable high value PSNR. In this paper a secret message can be either an 
image or text and our purpose is to improve three important parameters in 
steganography. Peak Signal to Noise Ratio (PSNR) values measures any 
steganography technique’s performance. Higher PSNR values indicate that the 
performance of   the system is better. 
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1. Introduction 

Since the rise of the internet, one of the most important factors of information 
technology and communication is the security of information. Steganography is the art 
and science of invisible communication and is the process of hiding of a secret message 
within an ordinary message and extracting it at its destination. Anyone else viewing the 
message will fail to know that it contains secret/encrypted data. An information-hiding 
system is characterized by having three different aspects that contend with each other. 
These are, capacity, security, and robustness as shown in figure 1. 
                                                              

    Capacity            
  
  
  
  

           Security   Robustness      
                                        Fig 1. Capacity, Security and Robustness Triangle 
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Capacity refers to the amount of information that can be hidden in the cover medium. 
Security is the ability of the system to prevent an attacker to identify and extract hidden 
data. Robustness is the amount of changes the stego medium can withstand before an 
attacker can destroy hidden information. Peak Signal to Noise Ratio (PSNR) values 
measures any steganography technique’s performance. Higher PSNR values indicate 
that the performance of the system is better. In any technique if the PSNR value is 
above 30dB it is considered to be a good technique.  The remaining paper is organized 
as follows: Section 2, presents related work. Section 3, discusses methodology. Section 
4, presents our proposed method. Section 5, discusses experimental results. In section 6, 
the proposed method is compared with existing methods. Finally, in section 7, we 
describe the conclusion. 

2. Related Work 

Least significant bit (LSB) insertion is a common, simple approach to embedding 
information in a cover image [2]. In this method the least significant bits of the carrier 
image pixels are replaced with the secret data bits. Payload capacity of LSB method can 
be increased if more than 1 LSBs are used for message embedding but it brings 
noticeable changes in the carrier image. The images which have comparatively large 
size are most suitable for this because of the large amount of space which could hide a 
large amount of data LSB method is simple to implement but it is vulnerable to many 
statistical attacks like RS, image processing operations and ChiSquare analysis etc. 

Ekta Dagar and Sunny Dagar [2] proposed an approach for Image Steganography to 
enhance the level of security for data transfer over the internet. The 24-bit RGB image 
is chosen as a cover image which hides the secret message inside red, green and blue 
color pixel values. There is an X-Box mapping where several boxes are used which 
contains sixteen different values (X represents any integer value from 0-9). The values 
stored in the X-Boxes are mapped with the LSBs of the cover image. This mapping 
provides a level of security to the secret message which makes it difficult for the 
intruders to extract the hidden Information. However, in this method all three RGB 
channel is used and may cause a noticeable change in cover image. 

Siraj Sidhik et al [1] proposed a modified and simple method for high capacity 
steganography in case of color images. The algorithm is usually based on Discrete 
Wavelet Transform (DWT) in which wavelet fusion is used for Steganography of color 
images. It has been shown that the three parameters capacity, security and robustness 
are maintained by this algorithm. However, the dataset used for experimental results 
were limited. 

Sankaran.S et al [3] proposed an image steganography scheme named DWTSM in 
Blue Channel. The dual wavelet transform like DWT and IWT were applied in their 
experiment. And this method has achieved high capability and high security. However, 
the secret message used is only an image. 

Rajeev Kumar et al [4] proposed a new image steganography scheme for colored 
images based on a cluster analysis. In this scheme, they analyze the secret data in order 
to make its clusters. This method is based on the similarity among the basic elements of 
the secret data. The basic elements in the text, image/video and audio/speech are 
characters, pixels and samples, respectively. Then the difference value between the 
secret data and the minimum value contained in the cluster will be calculated. In this 
technique the difference value is embedded equally into two channels of the image. 
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Hussain [11] have improved the Modified Kekre’s Algorithm (MKA) which is based 
on LSB method. The improved scheme increases the embedding capacity while 
retaining the good quality of stego-image. In this technique all bytes of cover image 
have been used. 

Hemalatha et al [34] proposed a technique so that the secret image itself is not hidden, 
instead a key is generated and then the key is encrypted and Run Length Encoded. The 
resultant key is then hidden in the cover image using Integer Wavelet Transform (IWT). 
This technique improved the security and also the capacity were improved to some 
extent since the key is compressed. 

Most of these techniques that use DWT have a PSNR value close to each other but in 
the references [4], and [11] that used techniques other than wavelet transform have 
bigger PSNR in comparison with other methods. However, many of these methods have 
greater complexity and calculations are more complex. Hence, need more time to embed 
data in a cover image. In most of these papers, the secret message is an image or text 
and usually follows one of the three most important factors in steganography.  However, 
in our paper secret message, type is not important, our algorithm input is a binary bit 
string, and our purpose is to maintain and improve the three important parameters in 
steganography. 

3. Preliminary Knowledge 

3.1 Wavelet Transform 

The wavelet transform has the ability of reconstructing, so there is no information loss 
and redundancy in the process of decomposition and reconstruction. Discrete wavelet 
transforms map data from the time domain to the wavelet domain. The two-dimensional 
Wavelet transform decomposes the color images into four bands, the LL, HL, LH and 
HH band which represents the low pass approximation, vertical, horizontal, and 
diagonal features of the color image, respectively. 
 

 
 

 
  

Fig 2. 2D wavelet transform  
 

The whole procedure explained above is called the one-level 2-D Haar-DWT. 
3.2 Huffman Encoding 

Before embedding the secret data into cover image, it is first encoded using Huffman 
coding. Huffman encoding is a variable length lossless compression technique that map 
one symbol to one code word. A Huffman code is a particular type of optimal prefix 
code that is commonly used for lossless data compression Huffman encoding is used to serve 
the following three factors:  

Lossless Compression: It increases the embedding capacity.  
Security by means of encoding: Huffman encoded bit stream cannot reveals anything 

and to extract the exact meaning, the Huffman table is required to decode. 
It provides one type of authentication, as any single bit change in the Huffman coded 

bit stream, Huffman table is unable to decode. 

LL HL  

LH  HH 
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3.3 Data conversion interface 

   In the proposed method presented in this article, inputs are only image or text. Other 
types of text input, like Meta data (for example HTML or PDF) has not been used. The 
possibility to cover and support various data formats is one of the benefits that can be 
presented as a prominent feature in Steganography systems. In the proposed method, we 
presented a primary platform for creating this feature in the steganography system It 
means that it is not important what is input data type (image or text). The data is 
converted to a binary format. Hence, steganography system, works independent of data 
type. Just enough to make it possible to convert any object template into a bit string 
[36]. 

3.4 Differential encoding  

In computer science and information theory, data compression means information 
coding in a way that have fewer bits than the original version. The purpose of image 
compression is to reduce photo content redundancy, to save or transfer data effectively. 
Image compression can be done lossless and lossy. Differential coding is a lossless 
technique in image format. In this coding, instead of storing a data directly, the 
differential coding technique stores the difference between them. The goal of this 
coding is to reduce the correlation between pixels. This method is used when the stego 
data is an image and is done on image before Huffman algorithm. By doing this the best 
possible compression will be achieved. 

3.5 Complementary coding 

We use this coding before embedding data in image. This algorithm works such that 
in embedding part, the data itself or its complementary is written in the image and this 
depends on the stored data in considered pixels and secret data. Whichever have less 
difference, is written in the image.  

3.6 RGB (True color) Images 

A Color Space is a mathematical representation of a set of colors. The three most 
popular color models are RGB (used in computer graphics), YIQ, YUV or YCbCr (used 
in video system) and CMYK (used in color printing). An RGB image, sometimes 
referred to as a true color image, is stored as an m-by-n-by-3 data array that defines red, 
green, and blue color components for each individual pixel.  

The blue channel has the least sensitivity hence is used for embedding secret 
messages. 

4. Proposed Method 

In this paper, we proposed a steganography technique using Discrete Wavelet 
Transform (DWT) for hiding data with high security, a good invisibility and no loss of 
secret message. At first, data type is chosen by user and the other steps is done by 
system. The only difference between image and text is in differential encoding. Then 
the following steps are carried out: 

4.1 Embedding Algorithm 

1. Convert data into binary format. 
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2. Huffman encoding perform Huffman encoding on the data and calculate data 
size. 

3. Choose proper image according to secret data size. 
4. Separate Red, Blue and Green components of the cover image. 
5. Compute 2D DWT of B component of cover image using HAAR Wavelet. And 

select HH sub-band for embedding the secret message. 
6. Repeat for each bit obtained in step 2. Insert the 3 bits obtained in step 2 into 3 

LSB position in each DWT coefficient of the selected sub-band by the help of 
complementary coding. 

7. Apply inverse DWT. 
8. Merge RGB component. 
9. End. 

 
For embedding part the sub bands are decimal numbers at first normal matrix of 

DWT. They are changed to an intensity matrix by scaling it between 0 and 1 and then 
multiply it by 255. Then secret data is replaced just with integer part. The other sub 
band is used for storing information about Huffman algorithm or other information that 
are needed in extraction algorithm. The proposed embedding process is shown in fig 
(3). 

 

 
Fig 3:  Formation of Stego Image 

 

4.2 Extraction Algorithm 

      In extraction part, we do the inverse of embedding. 
1. Choose secret data type. 
2. Separate RGB component and do the following steps on blue channel. 
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3. DWT. 
4. Inverse Complementary coding. 
5. Inverse Huffman algorithm. 
6. Inverse Data conversion interface. 
7. Inverse Differential algorithm if secret data type is image. 
8. End. 

The proposed extraction process is shown in fig (4).   

  
Fig 4: Extraction of the Secret Message  

4.3 Performance parameters 

We used PSNR and MSE to measure the distortion between the original cover image 
and the stego image. 

4.3.1 Mean Square Error (MSE):  

The distortion in the image can be measured using MSE. MSE can be defined as the 
measure of average of the squares of the difference between the intensities of the stego 
image and the cover image. It is popularly used because of the mathematical tractability 
it offers. It is represented as expression 1.  

 

       MSE=                       (1)                                                                                                              
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Where I(i,j) is the original image and K(i,j) is the stego image. A large value for MSE 
means that the image has poor quality and vice-versa. 

4.3.2 Peak Signal to Noise Ratio (PSNR):  

It is the measure of the quality of the image by comparing the cover image with the 
stego image, i.e., It measures the statistical difference between the cover and stego 
image. The PSNR depicts the measure of reconstruction of the transformed image. This 
metric is used for discriminating between the cover and stego image. In any technique if 
the PSNR value is above 30dB it is considered to be a good technique and is shown by 
expression 2. 
 
PSNR= 10 

�
                                               (2) 

5. Experimental  and Simulation Results 

The performance results of our transform domain technique based on DWT 
techniques were verified using MATLAB 2016 version. Table 1, shows The 
Performance Evaluation of proposed algorithm. 

5.1 Evaluation criteria 

 The results are obtained with different cover images and as it is shown in the table 1, 
the PSNR value are different for each image.  In this part the secret message type is 
text. The images that are used as cover image in this article are standard test images 
used across different institutions to test image processing and image compression 
algorithms. All these images are colored and have different dimensions and are used in 
different articles too [2, 4, 11, and 28]. 

Table 1. The PSNR values of different images 
Cover image  Monarch pepper  football  greens  tulips  fruit  

 
PSNR 
(db)  

 
41.741  

 
42.902  

 
39.547  

 
39.155  

 
42.037  

 
44.4129  

 
The images that are used in this article are shown in figure5. 

 
 
 
 
 
 
 
 
 
 

Fig 5. Images in directory 
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The secret message that is stored in a notepad file with “.txt” suffix is shown in figure 6.    

 

 
 

Fig6. Secret data 
 

Figure7, shows the image after embedding the secret data.  
 

 
Fig7. Stego image 

 
Figure8, shows the extracted message from stego image and as it shown it is exactly 

the same as the original secret text. 
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Fig 8. Extracted message 
 

In the following, an example of the implementation of our algorithm has been 
explained when secret message is an image. Figure 7, shows a secret message chosen as 
an image type. The image can be color or gray. In color type, RGB channels of image 
are separated and each channel is considered to be a secret message and all of the steps 
that are mentioned in section 4 are applied to each channel. In extraction part, after 
extracting channels, the components of the RGB image are merged. 
 

 

 
 
 

 
 

Fig 9. Secret messages (color image and grayscale image)  
 

 Figure 10, shows the cover image that has been used to hide the secret message of 
figure9.  
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Fig 10. A cover image used for the secret image in fig 7  

 
The maximum size of secret image must be Quarter of HHb (HH band derived from 

DWT on blue channel of cover image). 
As mentioned in the previous section, embedding algorithm when secret message is 

an image is similar to embedding algorithm when its type is text. However, in image 
type differential encoding is applied on secret message before Hufman algorithm. 

Figure 11, shows the cover image after embedding the secret message. 
 

 
Fig 11. Stego image  

 
Figure 12, shows the secret image after extracting process. 
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Fig 12. The secret image after extraction process  

Table 2, shows the PSNR and MSE values calculated for different cover images with 
different text type secret messages. 

 
Table 2. Experimental results of the proposed method while secret message is text 

Number of 
character 

 Monarch 
300*200 

Tulips 
768*512 

Pepper 
512*512 

10 PSNR 41.7491 42.1097 43.0150 
MSE    1.4627e+04    1.5393e+04    1.8442e+04 

1324 PSNR 41.7412 42.0372 42.9023 
MSE    1.4214e+04    1.5097e+04    1.8450e+04 

1530 PSNR 41.8192 42.0391 42.9125 
MSE    1.4627e+04    1.5181e+04    1.8442e+04 

 
Tables 3 and 4, show the results PSNR and MSE values calculated for different cover 

images as in table 2 but with different gray and color image type secret messages. 
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Table 3. Experimental results of the proposed method while the secret message is a gray image  

Image pixel  Tulips 
768*512 

Pepper 
512*512 

Fruits 
512*512 

30*45 PSNR    42.1153    42.8326    44.3481 
MSE  1.6275e+04 1.9198e+04    2.7215e+04 

50*50 PSNR 42.9674 42.7021 44.0808 
MSE  1.5798e+04 1.8653e+04    2.5590e+04 

 
     

Table 4. Experimental results of the proposed method while the secret message is a color image  

Image pixel  Tulips 
768*512 

Pepper 
512*512 

Fruits 
512*512 

30*45 PSNR    42.0842    43.0209    44.4184 
MSE  1.6275e+04 1.9198e+04    2.7215e+04 

50*50 PSNR 42.0266 43.0217 44.3935 
MSE  1.5798e+04 1.8653e+04    2.5590e+04 

30*20 PSNR    42.0627    43.0987 44.4330 
MSE   1.6079e+04   2.0411e+04    2.7753e+04 

 
As it is shown in tables 2 and 3, by increasing the size of a secret message 

(text/image), the PSNR values will decrease, so when the secret message type is text, it 
would be best if the number of characters is not more than 1530. 

When the secret message is of color/gray scale image type, the method used for 
storing Huffman algorithm information (symbols and number of their repetitions for 
generation of Huffman dictionary in information extraction part of the algorithm, cannot 
be larger than 255), the secret image size cannot be larger than the values that are 
mentioned in the table 4. 

6. Discussion on the Results 

The PSNR values of the proposed method and the existing methods are compared. 
Table 5, shows the PSNR values of different techniques, according to their reference 

number mentioned at the reference section of this paper. 
 

 
Table 5. Comparison of various steganography techniques with the proposed method 

Article 
Reference 
number   

[1] [2] [3] [4] [9] [11] [12] [25] [34] [35] Proposed 
algorithm  

PSNR 
(db) 

47.99  49.33  45  68  64  59  25.39  54.93  44.3  39.6  44.19  

 
Figure 13, is a graph that shows the comparison between obtained PSNR values in 

different techniques. 
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Fig 11. PSNR comparison  

 
The comparison is made with various steganography techniques that are mentioned in 

table 4. 
According to table 4, in articles that used wavelet domain to achieve their goals, 

PSNR values are usually below 50. For example, paper [1] has used wavelet transform 
to achieve high capacity, along with security and maintain the quality of the cover 
image and have tried to keep the optimum values for three parameters. Also in article 
[3] Wavelet transform have been used to achieve quality, capacity, security, robustness 
and efficiency improvement. In ref [2] the method of an X-box is used to improve 
security. Ref [34] works in transform domain and instead of storing the real data, 
encrypted data has been stored in the cover image and safety and quality of cover image 
is maintained. However, in the references [4], [9] and [11] techniques other than 
wavelet transform are used and hence only one of the three most important factors in 
steganography have higher PSNR as compared with other methods. Also many of these 
methods have greater complexity and calculations .and therefore need more time for 
embedding data in cover image. 
     Our purpose in this article is to improve three parameters of capacity, security and 
robustness and we considered these parameters in proposed steganography system 
design. The point that should be noted is that the purpose of the proposed algorithm, is 
to reduce the size of stego data by the help of Huffman algorithm and hence storing 
more data, in addition to maintaining image quality and security. As a result, the stego 
image quality will be affected. and having these three parameters together leads to have 
less PSNR than some methods. Hence, we need to compromise between these three 
quantities and rely on the values of obtained PSNR. 

Table 6, shows the size of stego data used for the proposed algorithm and as shown, 
the size of stego data, after applying Huffman algorithm, have dropped. One important 
purpose in this paper was to reduce the size of the stego data and this goal is achieved 
by applying Huffman algorithm. As can be seen from table 6, the size of stago data 
obtained after deployment of Huffman algorithm is reduced to %73 of original message. 

This result is obtained from example mentioned in section 5. 
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Table 6. The size of stego data used for the proposed algorithm 
 

 
Size of stego data(bit) 

 
  
 
 

21184 
  

 
 

Before Huffman algorithm 
 

  
 

 
5809 

  

 
 

After Huffman algorithm 
 
  

 

7. Conclusion 

This paper proposes an integrated and combined method to improve three parameters 
of capacity, security and robustness in case of color image steganography. The 
algorithm is usually based on Discrete Wavelet Transform which caused robustness 
against attacks and increase hiding capacity. In this method, at first, format 
homogenization, eliminating redundancies and compression operation was done on a 
secret massage by Differential and Huffman algorithms. These algorithms would 
achieve higher security and quality and better PSNR ratio and increase steganography 
capacity. After choosing a cover image, DWT technique is applied on blue channel 
because a change in the intensity of Red plane is the most sensitive to human eyes and 
for Blue plane is least sensitive. Hence, the blue channel is considered for embedding 
the secret image and then with the help of complementary algorithm the massage was 
hidden in HH sub-band. Considering three parameters (robustness, capacity, security) 
together is important because it leads to have less PSNR than some methods that just 
use one of these parameters. The achieved PSNR in comparison with other technique's 
PSNR values that are mentioned in table 5 has shown considerably good result. 
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