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In this paper, an event-triggered distributed output feedback model predictive control scheme for the
nonlinear disturbed multiagent systems with sensor-controller channel false data injection attacks
is proposed. To provide valid system states to the controller in the event of cyber attacks, a robust
multivariate observer is designed to realize the estimation and separation of uncompromised system
states, false data injection attacks, and measurement disturbances, simultaneously. Based on these
reconstructed signals and a newly-designed linear robustness constraint, the distributed predictive
controller is established to achieve smooth cooperative stabilization among agents. Meanwhile, an
event-triggered mechanism is applied to save computing resources, and it restricts the error of
predictive states and estimated states to guarantee the feasibility of the optimization control problem.
Theoretical analyses on robustness and security for the nonlinear multiagent systems under event-
triggered distributed output feedback model predictive control are presented. Finally, a simulation on
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two pairs of one-link flexible joint manipulator systems verifies the theoretical results.
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1. Introduction

Cooperation and consensus in multiagent systems (MASs)
have been richly researched with plenty of technological ad-
vancements in computing and communication for the last
decades [1-3]. Their applications spread across formation control,
flocking, and vehicle cooperative control [4-6]. Among these
varieties of research fields, the cooperation of nonlinear MASs
has been developed deeply [7-9]. Prior research on MASs with
general linear and Lipschitz nonlinear dynamics can be found
in [10-12]. As networked communication plays an essential role
in MASs, the intensifying cyber adversarial environment brought
more constraints and challenges to current research [13,14].

Distributed model predictive control (DMPC), which explicitly
considers multiple constraints while providing optimal control
performance, has become a popular approach to the security
issues of MASs [15,16]. From the perspective of corruption effects,
cyber attacks can be divided into deception attacks (false data
injection (FDI) attacks and replay attacks) and disruption at-
tacks (denial-of-service (DoS) attacks and jamming attacks) [17-
19]. Meanwhile, The vulnerability of communication channels
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intra-agent (sensor—controller (S-C) and controller-actuator (C-
A)) becomes a potential target point for adversaries gradually, and
few studies have addressed this issue under the DMPC scheme
[20-23]. In [20,21], distributed constraint regulation and cooper-
ative stabilization problems of MAS have been addressed in the
presence of dual-channel DoS attacks. S-C replay attacks in linear
MAS have been dealt with identification and isolation mechanism
in [22], respectively. In [23], a new economic DMPC strategy with
an intrusion detector is proposed for linearly coupled MAS in the
presence of S—C FDI attacks. Observing from the above literature,
the S-C FDI attacks corrupt the availability of the state in the
predictive control scheme, and the DMPC strategies for nonlinear
MAS have not been explored.

Different from the general DMPC, distributed output feedback
MPC (DOFMPC) takes the main role in systems where the states
are not measurable, which is the same scenario of S-C FDI attacks
on MASs. In [24], the leader—follower consensus of linear MAS
with a directed graph has been investigated. The static robust
OFMPC and dynamic DOFMPC for state-coupled linear MAS can be
found in [25,26], respectively. In [27], an interval observer-based
robust OFMPC for linear MAS with state and control constraints.
Different from the above research that mainly considers the sat-
isfaction of constraints in time-invariant systems, DOFMPC for
unconstrained time-varying systems has also received some at-
tention [28,29]. In [28], an off-line OFMPC approach has been
studied for constrained linear parameter varying systems subject
to bounded disturbances. In [29], it addressed the OFMPC of
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the constrained polytopic uncertain system in the presence of
bounded state and output disturbances. These studies motivate
us to investigate the potential of applying the DOFMPC scheme
to attack scenarios.

Besides cyber attacks, disturbances are another factor that
cannot be disregarded in actual systems. Under a predictive con-
trol scheme, disturbances brought differences between the ac-
tual and predicted systems, and this error can be confined by
employing a trigger mechanism. Compare to the self-triggered
mechanism applied in the consensus problem of a nonlinear
discrete-time MAS [30,31], event-triggered mechanisms are more
widely used in MPC control problems in the security field [16,
19,32]. From the above observations, the robustness and security
problems of MAS are still not addressed through the DOFMPC
strategies. It is of great interest to find an effective DOFMPC
solution for the attacked disturbed nonlinear MAS.

To tackle the robustness and security problem for the non-
linear MASs, this paper proposed an event-triggered DOFMPC
scheme for nonlinear MASs to defend against S—C FDI attacks and
disturbances. Structurally, a decentralized robust multivariate ob-
server (RMO) is constructed to eliminate attack effects locally,
and a distributed predictive controller using estimated states
and containing newly linear robustness constraints is designed
for nonlinear MAS to achieve robust cooperative stabilization.
Furthermore, an event-triggered mechanism is embedded in the
controller to sustain feasibility and save computing resources.

The main contributions of this paper are summarized in the
following:

1. A robust secure DOFMPC scheme against S-C FDI attacks
and disturbances is proposed for nonlinear MASs for the
first time. This secure solution consists of a newly-designed
decentralized RMO and a distributed output feedback
model predictive controller with an event-triggered mech-
anism, which separates the uncompromised states from
FDI attacks and drives all agents into cooperation.

2. A novel linear robustness constraint is built into the op-
timization control problem (OCP) of the predictive con-
troller. Compare to the existing works [8,9,12], it smooths
out the shrinkage process of the predictive states, which
prevents the predictive control sequence from frequent
oscillations. Moreover, an event-triggered mechanism that
dynamically adjusts the renewal of the prediction sequence
is proposed to effectively save computational resources.

3. Theoretical analyses for the event-triggered DOFMPC
scheme, including the recursive feasibility of distributed
OCP and the cooperation among agents, are established. It
proves that the proposed scheme deals with the impacts of
S-C FDI attacks and ensures the robust performance of the
nonlinear MAS effectively.

The rest of this paper is organized as follows. In Section 2, a
system description and some general assumptions are given. In
Section 3, an attack separable RMO and a robust DOFMPC method
are proposed. The main results involving the recursive feasibility
and the cooperation of MAS are developed in Section 4. In Sec-
tion 5, a simulation example is given to illustrate the obtained
results, and the conclusion of this paper is given in Section 6.

Notation. N, R" and RP*" represent the set of non-negative
integers, n-dimensional Euclidean space, and the set of p x n
real matrices, respectively. I, and O,,, denote the n-dimensional
identity matrix and n x p dimensional zero matrix. The notation
Np1,v—1] indicates the sets {r € N|]1 < r < N — 1}. The smallest
and largest eigenvalues of a matrix are denoted by A, (.) and
Amax(-), respectively. For P € R"™", let p(P) denote the spectral
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radius of P, the notation P > 0 denotes symmetric positive
definiteness, PT denotes transpose of P, and ||P|| = \/Amax(PTP).
For a symmetric n x n positive definite matrix W and h € R",
|hl> = hTh and ||h||3, = h"Wh. The predicted time sequence
at ty is denoted as {s|ty}, s € Ny, 1,4n,1, and N, is the prediction
horizon of controller. In the expression for the internal structure
of a matrix,  represents the transpose matrix in the symmetric
position. £2(¢) denotes the neighborhood of the origin with € as
its radius.

2. Preliminaries and problem formulation

Consider the discrete-time heterogeneous nonlinear MAS con-
sisting of M agents, and the dynamics of each agent i, i € Ny uy,
are given as

{Xi(k + 1) = Axi(k) + Biui(k) + Gigi(xi(k)) + Dixwin(k), (a)
yi(k) = Gxi(k) + Dywyy(k) + Siaiy(k), (b)

where x;(k) € R™, ui(k) € U, yi(k) € RY, wi(k) € RMx,
wiy(k) € R"™ and ay(k) € R™ are the system states, control
inputs, measurable outputs, system disturbances, measurement
disturbances, and S-C FDI attacks respectively. ¢; € R™ is the
control constraint of each agent. A;, B, G, G, Dy, Dy, S; are
constant real matrices with appropriate dimensions. gi(xi(k)) S
R™ is the nonlinear function representing the local nonlinear
dynamics of the agent, which is Lipschitz with respect to x;(k),
ie,

llgi(xa(k)) — &i(xs(K)) Il < cllXa(k) — Xy (K)II. (2)

To model the communication topology among agents, an undi-
rected graph ¢ = (V,¢€) is introduced, where vV = Ny
represents the collection of vertices and & € {(i,j) € V x Vi # j}
is the edge set indicating the interconnection among agents. The
neighboring vertex set of agent i is denoted as \; = {j e V|(i,j) €
&}.

Some general assumptions are given as follows.

(1)

Assumption 1. (A;, B;) is stabilizable, and G is connected.

Assumption 2.
follows:

The system disturbance wi(k) is bounded as

> o (Kwi(k) = @;. 3)
k=0

Assumption 3. The matrix [D;, S;] is of full column rank, and the
S-C FDI attacks and measurement disturbances are distinguish-
able [33].

Remark 1. In Assumption 2, energy-bounded system distur-
bance wiy is commonly adopted in robust H,, MPC [19,34]. The
observation of system states, cyber-attacks, and measurement
disturbances can be attained with an H,, performance on this
basis. Similar to [33], the full column assumption of the matrix
[Diy Si] in Assumption 3 implies that FDI attacks and measure-
ment disturbances are linearly independent, which allows them
to be separated.

In this paper, we mainly focus on the robust secure control
problem of nonlinear MAS with S-C FDI attacks, measurement
disturbances, and system disturbances. For MAS (1)(a), only com-
promised outputs y; are accessible for remote controllers, which
implies that an observer is required for the MPC to estimate and
deliver uncompromised states. Meanwhile, the interconnection
between agents, along with system disturbance and observa-
tion error may lead to the failure of the predictive controller,
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which could be confined by a triggering mechanism. Confronting
those problems, the main objective of this paper is to design
an observer-based robust secure MPC scheme with an event-
triggered mechanism for the nonlinear MAS (1)(a), such that the
agents are cooperatively stabilized toward the origin.

3. Event-triggered distributed output feedback model predic-
tive control

In this section, a robust multivariate observer (RMO), an event-
triggered mechanism, and a predictive controller of the proposed
robust secure DMPC scheme are presented. Structurally, before
the predictive controller is misguided by the compromised out-
put, an RMO is introduced to estimate uncompromised system
states and use it as controller input. After the predictive con-
troller generates the effective predicted control sequence, an
event-triggered mechanism is designed to restrain the state error
between the actual system and the predictive system.

3.1. Attack separable robust multivariate observer

From the perspective of predictive controllers, it is important
to obtain uncompromised system states to generate effective
control. Therefore, uncompromised system states should be sepa-
rated from FDI attacks. To achieve this goal, an augmented system
and decentralized RMO are proposed in this subsection.

An augmented system is established to facilitate the decen-
tralized RMO design.

First denote z(k) = [x](k), wf(k), aiT(k)]T, and the dynamics
of the system can be obtained from (1)

y
as
Hiozi(k + 1) = Aozi(k) + Bioui(k) + Giogi (xi(k))

+Djowix(k) + Zigyi(k), (a) (4)
yi(k) = Ciozi(k), (b)
where
Hyp = |: Inx Onxx(n,,)y+na) ] i
Ony XMy ny X (Ney=+nq)

A0 0 B;
Ao = i Nx XNy Ny XNg ,B' — i ,
0 [ -G -Dy -5 } o [ Ony xny }
G;
Gio = I
=L o ]

Op, x D;
Go=[ G Dy 51],Zio=[ T "y],Dio=[On "; ]
ly XNewx

ny

Select Njp =

y
the first equation in (4

Hizi(k + 1) = Apzi(k) + Bioui(k) + Giogi (xi(k))

OnIxxny and add NiCpzi(k + 1) to both sides of
)(a

), then one has

+ Diowix(k) + Zigyi(k) + Nioyi(k + 1), (5)

where Hiy = Hj + NjpCio. According to ASSLllTlptiOI'l 3, Hh =
L, 0 O |. . . T

[ C Dy S is a full column rank matrix as matrix [Dly Sl] is

of full column rank. Let H;; be the left inverse of Hy, i.e., HyHiy =
Itng+n4y+nq), therefore (4)(a) can be rewritten as

zi(k + 1) = Anzi(k) + Biui(k) + G gi(xi(k)) + Diywin(k)
+ Zinyi(k) + HiNigyi(k + 1), (6)

where Ay = HiAw, Bn = HiBio, Gi = HinGio, Din = HuGi,
Zin = Hp1Zj. Denote &i(k + 1) = zj(k + 1) — Hi1Njpyi(k + 1), and
the augmented system dynamics of agent i under FDI attacks are
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eventually rewritten as
&i(k+1) = An&i(k)+Birui(k)+Gi g (xi(k)) + Dy win(k)+Zioyi(k), (7)

where Zj, = Z;; + Ai1Hi1Njo.

In the following, an RMO is introduced to estimate uncom-
promised states x;(k), measurement disturbances w;,(k) and FDI
attacks a;y(k), each of which can be separated from the estimated
intermediate variables z;(k).

Ei(k + 1) = Anéi(k) + Biyui(k) + Gigi(Ri(k))
+Zyi(k) + Li(yi(k) — 3i(k)), (a)
2i(k) = &(k) + HinNooyi(k), (b)
Ji(k) = Ciozi(k), (c) (8)
Ri(k) = Tezi(k), (d)
&),»y(k) = T,Zi(k), (e)
iy (k) = Za2i(k), ()

where &(k), §i(k), zi(k), &i(k), @yy(k), ayy(k) are observer states,
estimations of outputs, augmented states, uncompromised states,
measurement disturbances, and FDI attacks, respectively.

In the light of observer (8)(b) and definition of intermediate
variables z;(k), the separation matrices in (8)(d)-(8)(f) are given
as Iy = [Inx Onxxnw Onxxna]v Iy = [Onwxnx Inw Onwxna]v I, =
[Ongxny Ongxny Ing |-

Remark 2. The RMO is derived from arLuenberger=likerobserver
and serves for the augmented system (7). Inspired by [35,36],
additive FDI attacks can be separated from uncompromised states
using multivariate step-by-step conversion. With the help of the
designed RMO, the uncompromised system states can be esti-
mated and delivered to the remote controller to guarantee an
effective control performance.

A

Define estimation errors as ez (k) £ &(k) — éi(k), e;(k) £
zi(k) — Zi(k), ex,(k) = x;(k) — Xi(k), and ey, (k) £ yi(k) — §i(k). From
the definitions of estimation errors and RMO, one has eg(k) =
ez, (k). Combining (6) and (8)(a)-(8)(c), the error dynamics can be
described as follows

e;(k+1)=eg(k+1)
= Apieg; (k) + Gireg (k) + Diywix(k)
= Apiez (k) + Gireg (k) + Diywin(k), (9)

where eg (k) 2 gi(xi(k)) — gi(%i(k)), Ai = Ain — LiCio.

Lemma 1. For the given Lipschitz constant c, the augmented error
system (9) is asymptotically stable with Hy, performance level y, if
there exist positive definite matrix F;, matrix F; and positive constant
Wi, such that the following inequality condition holds:

—F + wic*T! 7, 0 0 AlF; - CoFl
* _Milng 0 G“F,' 0
* =2, DIF, =
* * * —F
(10)

and the observation gain matrix is chosen as L; = Fi’]]fi.

Proof. For the error dynamic system (9), the Lyapunov function
is chosen as

Ve(k) = efl_(k)FieZi(k) (11)


sepideh
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where F; > 0. Utilizing the trajectory of error system (9) to
calculate the difference of V,(k), it can be obtained that
AVe(k) =Ve(k 4+ 1) — Ve(k)

=e] (k 4 1)Fe;(k + 1) — el (k)Fe;, (k)

=I|Aviez (k) + Gireg (K) + Dnan(K)IIZ — llez 12

=llez s g, r, + 265 (KIGIFies (k) + | Gres (K)II

+ 2e; (K)G},FiDinwin(k) + 2w (k)D]; FiAie (k)
+ Dok (12)
@ In the case of @ix(k)’=10) one has

AVl) = lles y 1, s, + |G (K)IE + 26 (KIGHFwes (k). (13)

Based on Lipschitz condition and (8)(d), we have

eg (kleg (k) < c?e] (Kley (k) < c®el (k)T Zye, (k). (14)
Consequently, one has
AV,(k) <lle; ”fZILFiALf—F,- + |Gireg ()7 + 2e (k)G FiAsiez, (k)

— pieg (k)eg (k) + pic®el (k)T Zye, (), (15)

where w; is a positive constant. We can also represent the above
inequality as

AVe(k) < ET(K)OE(K), (16)
where £(k) = [e].(k) e;_(k)]T, and
o= ALF,'AL,‘ —F+ /LiCZIXTZx . AL-F,'GI‘] .

* G FiGin — piln,

Applying the Schur complement to @, it can be obtained that
® < 0% O®; <0, where

—Fi 4+ pic*zlz, 0 ALF —CLF
O = * —uilng  GLF; ) (17)
* * —F;

LetL; = F,.”}‘,u It can be shown that the condition (10) can deduce
(17), which indicates AV,(k) < 0. Therefore, estimation error £(k)
is asymptotically stable with w;(k) = 0.

@ In the case of @x(K)'#% 0, the following auxiliary function
is given.
E1 =e;, (k) (K)ez (K) — y 20l (koK) + AVe(k)

<llez (k)12 + 2e! (k)G ez, (k)

ALFAL—Fitlngtngy-+nq
+ ze;(k)c,‘TlFiDilwix(k) + IIGneg,-(k)II%,.
+ [IDnwi(K)IF + 20}, (k)Dj; FiAsiez, (k) —
<& (k)@,&(k), (18)

v op(Kw(k)

where £(k) = [el (k) el.(k) wf(k)]', and

Zi

0, =
ALFAL — Fi + T Ty + Iy g AlF:Gn Al F:Diy
* G;rlFiG“ — },L,'Ing GiTlF,'D“ .
* * DiTIFiD“ — }/Zlnwx

Let [; = Fi‘l}',-. Applying the Schur complement to ©,, it can be
obtained that @3 < 0 & ©®, < 0, where

—F + wic*zlz, 0 0 ALF—CLrAT

* —wil,, O GLF;

Oy = Milng X ;.1 i ) (19)
* * =y, D;,F;
* * * —F
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Then it can be deduced from (18) that @3 < 0 — E; < 0. It can
be shown that (19) is equivalent to condition (10).

Thus, under zero initial condition, it can be obtained from
@3 < 0 that

Y llex (2 < v > Nl (20)
k=0 k=0

Thus, we can obtain that all the signals of the composite error
system (9) are asymptotically stable with the H,, performance
index y.

In addition, under nonzero initial conditions, one has

D e ()17 = 7> Y k)]l + Ve(00) — 12(0) < 0. (21)
k=0

k=0

According to Assumption 2 and in view that V, is positive, it can
be inferred that

> ez (RN < llez(0)I17 + 2w (22)
k=0

Furthermore, as V,(0) is bounded, one has limy_, o, €;(k) = 0.
By separating the internal structure of the augmented system
and the RMO, it can be obtained that

Xi(k + 1) = Aixi(k) + Biui(k) + Gigi(Ri(k)) + ZxLiCioe (k). (23)

The dynamics of the estimated system state are critical in the
subsequent controller design because the predictive controller
takes the estimated state as the primary input.

3.2. Event-triggered mechanism

As estimation errors and system disturbances are not accessi-
ble for the predictive controller, the estimated state trajectories
diverge from the predicted state trajectories over each update

window. Thus, before the error between the estimated and pre-=

For the convenience of notation, we introduce two time se-
quences for the ith agent given by

{tn}nen: which denotes the triggering time instants when the
OCP is solved and agent i updates its control input.

{[tnlidien;p an which denotes the most recent communication
time (data package received) of agent j up to the current update
time t; of agent i.

To describe the event-triggered mechanism in the predic-
tive control scheme specifically, dynamics of the estimated sys-
tem states in the predictive time horizon s € Ny ¢4, are
represented as

Xi(s+ 10ty) = ARi(slty) + Biiti(s|tn) + Gigi(Xi(s|tn)) + ZxLiCioez (stn),

(24)
and dynamics of the predictive system are given as
Xi(s + 1]tn) = Aixi(s|tn) + Bitti(s|tn) + Gigi(Xi(s|tn))- (25)
Next, a potential triggering time instant is defined as follows
thi1 = Sillti{s s %) — xisltn)ll = &), (26)
where

Bi—1

8= Y (Al + G ITLill ey (O + Gy e,
n=0
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Bi is the adjustable triggering parameter satisfying 8 € Ny ).
The next triggering time instant of t; is defined as

thy1 = min{tyy1, Np}. (27)

Eemman2mror the nonlinear MAS (1)(a) with Assumptions 1-3
hold, if the event-triggered time sequence t,, h € N, is generated
as (27), then the lower bound of inter-execution time is given by
infren{tht1 — ta} > By, and the upper bound is N.

Proof. Consider the difference X;(tp.1) — Xi(tnr1ltn), where
Xi(tht1lthi1) = Xi(tny1). Denote ey(s) = Xi(s) — Xi(s|tn). From (24)
and (25), it yields

8y, (s) = Aiey(s — 1)+ Gigi(s — 1) + LiLiCioe (s — 1), (28)

where gi(s — 1) = gi(Xi(s — 1)) — gi(xi(s — 1|t,)). In the predictive
control scheme, we have &,(ty,) = Xi(tp|ty) — Xi(ty) = 0. Based on
(22), one has

l[€x(s)ll
<llAillllex(s — DIl + [1Gi&i(s — DI + [ ZxLiCioe (s — 1)l
<UAill + IGillc)llex(s = DI + I ZxLiCioe (s — 1)l

s—tp—1
<X T ME ()l + D X I ZLiCoez (s —n — 1)
n=0
s—tp—1
< Y AITLiCoez(s —n — 1)]
n=0
s—tp—1
< Y A ITLColly/ e (O + y2ems, (29)
n=0
where x; = ||lAill + |Gillc. For ease of notation, let p; =

I ZLi |l 1| Cio |l /||ez,.(0)||§i + y2w;. According to the event-triggered

mechanism, we have & (t,+1)ll > 8. According to the triangle
inequality property of the matrix norm, one has

e (O + 1Col2y 2 < \/ICol2llex )1, + I Coll2y 2.

It can be further induced from (29) that

Bi—1 thy1—th—1
D oxlei < Nt < > Xl (30)
n=0 n=0

which indicated that t,,1 — t; > ;. According to (27), the proof
is completed.

3.3. Distributed MPC formulation

The control sequence {u;(t;)} in (24) and (25) is obtained by
optimizing a cost function in a cooperative way. It means that all
agents are dynamically decoupled while the cost function they
share is coupled. At time instant t;, the cost function of each agent
is established as

Ji(itn), Xi(tn), ti(ty))
th+Np—1
23" ci(ilsltn). ST, Tt + sltn)) + V] (Xiltn + Npltn)).
s=ty

(31)
where £; is the stage cost function, and V/ is the terminal
cost function. {x;(s|tp),s € Nigy. t+n,1} 18 the nominal predicted
state trajectory under the predicted control sequence u;(t,) =
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{ui(tnltn), ui(ty + 1tn), ..., ui(th + N, — 1|ty)}. The neighbor state
of agent j received by agent i is defined as
X (sIltnl;)s S € Ny ey348p15

xj(sltn) = K
Xj (Sltn)s S € N[ty 1 40, t04N,-1]

(32)
V\!here XJK(S“’h) = (A]' +BjKj);<j(S — 1|th) + ngj(;(j(s — 1|th)), ij(th) £
{Xi(s]tn), s € Nty 1e148p1}-

The stage cost functions are given as
Li(Xi(sltn), Xi(sltn), Ti(s|tn))

= RSl + D IRiCsltn) — Xi(slew)1g, + NTCsl)llz  (33)

JeN;

where Q;, Qj, R; are positive definite matrices with suitable
dimensions. The cooperation term Zje./\f,- 1Xi(s|tn) — ;(j(5|th)||(22ij is
to render the state of agent close to its neighbor agent to achieve
certain cooperation, which originates from the centralized objec-
tive.

The terminal cost function Vlf is defined as
Vi(tn) 2 [1%(th + Npltwl,. (34)

where P; > 0 is with suitable dimensions, which can be obtained
from the following lemma. It helps construct a control invari-
ant set of the actual system (1)(a) without system disturbances,
which is necessary for dual-mode control in the MPC scheme.

Lemma 3. With given matrices Q; > 0 and R; > 0, and assume
that Assumptions 1-3 hold. Then, there exists a constant & > 0
such that 2i(e;)) 2 {x; € R" : ||xi||§l_ < &7} is a positively
invariant set for MAS (1) with wi(k) = 0 under the local control
law u;(k) = Kixi(k) € U;, k > 0, if there exists a positive matrix
P; and a positive constant 1; such that the following inequality is
satisfied.
—Pi 4 il tnyyng + Qi + K RK; 0 AP
* —/jl,,‘lng G;rP,‘ < 0.
* * —P;
(35)
Proof. According to Assumption 1, there exists a local control
gain matrix K; such that Ay; 2 A; + B;K; is Schur stable. The actual

system (1)(a) without disturbances under local state feedback
control can be represented as

xi(k + 1) = Axi(k) + Gigi(x(K). (36)

Choose Lyapunov function as V(xi(k)) = X;r(k)Pij(k). To prove
the invariant property of £2;(¢;), it suffice to prove the following
inequality

Ea(k) = V(xi(k+ 1)) — V(xi(k)) +x] (k)(Qi + K RiK;)xi(k) < 0. (37)
According to (36) and Lipschitz condition, one has
Ey(k) =x{ (K)[ARPiAki — Pi + Qi + K RiKi1xi(k)
+ 2x] (K)ARPiGigi (xi(k)) + g (xi(k))G{ PiGigi (xi(k))
<x! (K)[AxPAK — Pi + Qi + K RiKixi(k)
+ 2x] (K)ARPiGigi (xi(K)) + & (xi(k))G] PiGigi (xi(k))
+ X[ (k)xi(k) — fuig! (xi(k))gi (xi(k))
<ET(k)BE(k), (38)
where &(k) = [x[(k) g7 (xi(k))]", and
5 |:A,T(l.PiA1<,- —Pi+ ic’l + Q; + K/RK:  ALPGi ] .
* Gl PiGi — fLiln,
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Applying the Schur complement to @, it can be obtained that
® < 0% ®1 <0, where

—P; + [1iC Iy inpying + Q + K'RK: O AGP;
@1 = * _,ailng G;I-P, . (39)

* * =D
The above deduction means ®; < 0 > E, < 0. It can be shown
that ®; < 0 is equivalent to the condition (35).

Utilizing the designed cost function (31), the OCP of agent i is
presented as follows.

Pi(ty) £ l[&}’fl)]i(&i(fh), Xj(tn), Wi(th)) (40)
subject to

Xi(tn|tn) = Xi(tn), (41a)
Xi(s + 1tn) = AiRi(stn) + Bitli(s|th) + Gigi(Ri(sltn)). (41b)
Ixi(sltn)llp; < (th + Np — s + Deyiey, (41c)
u;(s|ty) € U;, (41d)

where s € Ny, ,4n,1,0 < o < 1 is the shrinkage rate to be
designed. The solutions of (40) and the corresponding predictive
states are denoted as u'(t;) and X'(t;), respectively.

Remark 3. It is essential to construct a multi-index cost function
based on the assumed neighbor states [12,37,38]. The cost func-
tion takes the information of the potential neighbor state and the
control objective of cooperation into account, which is important
for the stability analysis in Section 4.

Remark 4. The novelty of OCP lies in the linear robustness
constraints (41c). Compared to [8,9,12], the robustness constraint
(41c) inherits the role of being a terminal constraint and inno-
vates the role of decaying the predicted state sequences. The
terminal constraint keeps the same as [8], which can still guar-
antee the cooperation of MAS. Moreover, the inverse proportional
process constraints are changed to a linear form, which helps the
controller to generate control sequences smoothly. Its efficacy can
be illustrated by the comparison between Figs. 7(a) and 7(b) in
the simulation results.

The proposed event-triggered DOFMPC scheme of nonlinear
MAS synthesizes an attack separable RMO and a designed predic-
tive controller. These components and mechanisms provided an
effective predictive control scheme for the cooperation problem
of nonlinear MAS. Its overall structure is shown in Fig. 1, and
the efficacy of resistance to FDI attacks and disturbances will be
provided in Section 4.

4. Recursive feasibility and cooperation

In this section, two important properties of the proposed
robust secure DOFMPC scheme, the recursive feasibility of OCP
and the cooperation of the nonlinear MAS subject to FDI attacks
and disturbances are presented.

To prove the recursive feasibility of OCP in agent i, we first
consider the following candidate solution at tp 1.
ai(5|th)’

Kixi(S|th+1), S € Nigy4np, tysq+Np—11-

_ S € Nigyq, ty+Np—11>
Ui(thy1) = { e (42)
The difference in predicted nominal state trajectory between
two successive computation instants is crucial in the subsequent
proof. Its upper bound is given in the following lemma.
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Algorithm 1 Event-triggered DOFMPC Algorithm

Offline: Choose proper weighting matrices Q; and R;, and find
proper local control law K; by pole assign. Calculate the
observation gain matrix L; by condition (10) in Lemma 1
with given H,, performance index y, and Obtain the
weighting matrix P; by condition (35) in Lemma 3.
Choose a proper shrinkage rate ¢;, minimum triggering
interval B; satisfy the condition in Theorem 1. Deter-
mine cooperation matrices Q; to satisfy the condition in
Theorem 2.

Online:

Step 1:: Set h = 0. With initial predicted state equals to observed
state X;(to|to) = Xi(to). Each agent i solves the OCP P;(tg)
by replacing the cooperation term with zero to obtain
ﬁ;‘(f()) and )_(:‘(to)

Then each agent i transmits its predicted state trajectory
X (o) and receive )'(j*(tg) from all neighbor agent j € M.
Set s = 0, and go to Step 3;

For )?,‘(S) ¢ .Qi((){i&‘,‘) do

Step 2: Check event-triggering condition (26). If triggered, go to
Step 4. Else, go to Step 3.

Step 3: Apply u(s|ty) to the ith agent. Set s = s+ 1.

Step 4: Set s = tp,1. Agent i solves the OCP P;j(tp.1) to obtain
U (tp1) and X{(thy1), apply o (tpy1lthyr) and transmits
its predicted state trajectory to its neighbor agent. Set
s=s+1.

Endfor

If %;(s) € 2i(aie;): Apply u; = Ki%; to ith agent.

Lemma 4. Assume that the control sequence u(ty) is a feasible
solution of P(ty), and both the actual system and the RMO apply the
predicted control sequence { ui(tn|tn), ui(ty + 1tn), ..., Ui(the1 —
1)ty) } during the triggering interval. When the tail sequence
{Ui(thsa1th), . .., i(tn+Ny,—1]ty)} is applied to the predicted system
with Xi(thiq|the1) = Xi(the1) at the next sampling time t,.q, for
$ € Ni,,1.t,+N,—1), the difference between the predicted state at time
th1 and the predicted state at time t, are norm-bounded as follows

Xi(s|ths1) — Xi(sltn)ll 2

kmax(Q)Npth lf Xi = 1,
_ X]VP (43)
i .
pi, if xi#1
1T—xi

S=th1
i

1
A‘FHHX(‘(Z)

Proof. Following the dynamics (41b), for s € Ny, ., +n,1, the
predicted states at time t,, 1 and t; are given as

Xi(S|thi1) = ARi(S — tny1) +Biti(s — 1tni1) + Gigi (Xi(s — 1tnt1)),
(44)

Xi(s|tn) = AiXi(s — 1tn) + Bitli(s — 1|tn) + Gigi(Xi(s — 1[tp)).  (45)

For convenience of notation, we denote ey(s) = Xi(s|tht1) —
Xi(s|tp). According to the assumption that u;(s|tp1q1) = ui(S|ty),
s € Ny, i e,+n,-17, and the triangle inequality and Lipschitz
assumption, the difference can be deduced as

185 (s)l =llAiex (s — 1)+ cf(gi(»‘ci(s — tni1)) — &i(%ils — 1|th))) I
<[Aigy(s — DIl + cliGill 24 (s — D)
<xillex(s — 1)l
<x; "8yt (46)


sepideh

sepideh


Z. Li, H. Xu, Z. Lin et al.

Physical Layer
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Fig. 1. Control framework of event-triggered DOFMPC in nonlinear MAS.

According to (41a), one has e, (tp+1) = éxl.(thﬂ ). It can be obtained
from (30) and tp4q1 — tp < N, that

SX:‘S_[H] )‘max(g)” éxi(th-H ) ||

1%i(s|th+1) — Xi(s|tn)ll 2

thp1—th—1
—t
SXI‘S hﬂ max(~Q Z X; Pi
max(Q)Nppia if xi=1,
N,
- 1—x" )
C ka2 i xi # 1,
— i
(47)

which completes the proof.

Based on the upper bound of successive predicted nominal
state trajectory differences, the recursive feasibility of OCP is
given in the following theorem.

Theorem 1. For the OCP Py(ty) of agent i, supposing that Assump-
tions 1-3 hold and the initial OCP P;i(ty) is feasible, and assuming
that wi(ty) = {w(tpltn), wi(th + 1tn), ..., wi(ty + N, — 1|ty)} is a
feasible solution at time ty, then it holds that Pi(tn1) is feasible
at time ty 1, if the following conditions are satisfied: (a) The initial
observer error e,(0) and the energy bound of system disturbances
w; satisfy:

2
Y i

lez (0)I12 +

(1 —ai)(1 — xidei )
N , if xi <1,
Amax(Pi)(1 = x; “ZLill | Col
- (1 — ai)ei if xi = 1
= | VA PN IZLillIColl” T
( 05113( Xi)Ei ’ if i > 1.
Amax(P)(1 = x; )™ =PI TeLill 1 Coo
(48)
(b) The shrinkage rate «; satisfies:
. . TR.K:
wo 1 | Pmin(@ et KTRK) (49)
)‘-max(Pi)
(c) The minimum triggering B; satisfies :
1
Bz=— -1 (>0)
&4}

In addition, the OCP P;(ty) is feasible for all time {ty}.

Proof. By splitting the prediction horizon into three parts based
on one terminal point t,+N,, we can prove the feasibility orderly.

(1) Time interval {tp4q,...,ts + N, — 1}: according to con-
straints (41c), we have

IXi(sltn)llp, < (tn + Np — s + Daiei. (51)

To satisfy the robustness constraint (41c) for X;(s|ty11), it suffices
to prove that ([Ri(S]taa) = Zi(S|ta)lle; =" (a1 = th)eig;. To that
end, we analyze it from the following three cases with Lemma 4,
condition (a) and (c):
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Case 1: if x; = 1, one has
=V Amax(PONp I ZeLill | Cio ll / ||€z1-(0)||,2:,, + v
<(1—aj)e;
<(thy1 — th)e;. (52)

Case 2: if x; > 1, it yields from t, 1 — t, > B; and (43) that

1Xi(s|tns-1) — Xi(s|tn)llp;

N,
1—x7?
)\maX(Pi)_lilpi

— A

_ - s—t
I%i(S[th1) — XiCsltw)lle, <x; "

1 )(Np
th+Np—t; — Xi
SX,‘h P Amax(P;) .

L

1— v
<X1Np Bi Xl

)\’maX(PI) .l _
<(1— ay)e
<(th1 — tp)eis;. (53)

Case 3: if x; < 1, we have

S=thy1

_ _ 1-
1X:i(slths1) — Xi(sltn)llp <x; Amax(P))———

<(1— e
<(thy1 — tn)eis;. (54)

From trianglesimequality, the candidate predicted state trajectory
under u;(tp41) can be inferred as

IXi(slthe1)llp, <NXi(sltw)llp; + 1Xi(SIth1) — Xi(SIEn)lp,
<(thr1 +Np — s + Dose;. (55)

So the robust constraints (41c) in Pi(tyy1) are satisfied in
[th+1, th+Np]. The associate candidate solution {u;(s|ty+1)} keeps
the same as the feasible solution u(ty,), so that control constraints
(41d) are obviously satisfied.

(2) In particular, the predictive terminal time point satisfies
%i(tn + Npltn)llp, < cei, and [|Xi(s|thr1) — Xi(slta)llp < (1 — ai)ey,
so it is easy to obtained that ||x;(t; + Npltht1)llp, < &i.

(3) Time interval {t, 4+ Np, ..., tht1 + Np}: The candidate
solution (42) u;(s|tpy1) = Ki(fci(slthﬂ)) € U; implies that control
constraints (41d) are satisfied. From Lemma 2 and condition (b),
we have

1Xi(s + 1{tn41)llp,

< IRt 1)l — R0 (Qs - KT R (sl 1)

kmin(Qi + KiT RiKi)

< (1-— Xi(s — 1|t '
( r(P1) ) Ii( [th1)llp;
Amin(Qi + KTRiK;) \ s—t, — _
< (1= 2nl QKR ot Nl
)Lmax(Pi)
< &
< (the1 + Np — s + Days;. (56)

The robustness constraints (41c) in Pi(ty41) are satisfied. With
the initial feasibility assumption, according to the mathematical
induction, it can be concluded that the OCP P(t;) is recursively
feasible for all time {t;}. The above analysis completes the proof.

Remark 5. The conditions on the initial estimation error are gen-
eral in the stability analysis of the OFMPC [25,37,39]. In contrast
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to the conventional MPC, output feedback MPC generates effec-
tive control inputs using estimated states rather than measured
states. If the constraint on initial estimation error is not taken
into account, the estimated state could be unreliable to generate
effective control inputs. To guarantee the satisfaction of original
constraints, it is crucial and appropriate to constrain the initial
estimation error.

4.2. Cooperation

To prove the cooperation of the proposed event-triggered
DOFMPC scheme in the MAS subject to FDI attacks and distur-
bances, the following lemma is presented firstly to guarantee the
reachability of terminal constraints for the estimated states.

Lemma 5. For the nonlinear MAS (1)(a), supposing that As-
sumptions 1-3 hold and the initial OCP P;i(ty) is feasible, then the
estimated states of the ith agent x; will enter £2;(g;) in finite time if
the cooperation matrices Qj satisfy

A & O’J EJ
2t @) Amm(m Amin(P))

JeN;
6120 267 — A (037 — (N, — Ba?e]]
2N,* + 9N,* + 13N,

— (1 —oy)%e?

(57)

Proof. Following the dynamics of predictive system (25) and
Lemma 5, one has

Jiltnr) = JF (tn)

thy1+Np—1
= > | It + sl 0l

S=thy1

+ D IRslene) = (sl |
JeN;

th+Np—1
= 30 | IRt I, + st

s=ty

+ D IR 1) = Flslew)I3, |
JEN;

+ IXi(ths1 + Npltar I3, — I1%itn + Nplt)l,
=45, + 4, + 45+ 4, (58)
where

tht1—1
A== 30 1RSI I, + I sl
s=ty
+ IRl = sl |,
JEN;
th+Np—1
ap= 30 IRl — Wsla)IE
S=th1

+ Gslen I, = IS, |-

th+Np—1

> 3| Gl - %

2
(sltnn)l,
s=th11 jeN;

— IR/ (s1tn) — Ri(sltn) I, }
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th4+1+Np—1

> D Il — RSl IR, |

s=tp+Np  jeN;
th41+Np—1

A= Y {IRGsl0IE, + st |

s=tp+Np
v 2 v 2
+ 11Xi(th+1 + Nplthr)llp, — 1Xi(th + Nplta)ll,-

Next, we analyze each term orderly. From the event-triggered
mechanism, one has

IXi(sltn) 113, = IRi(sltn) 113, —
Then we have

”éx,(s)”él > 51‘2 - )Lmax(Qi)Siz-

thy1—1
ay == Y {iResiny i3 )
s=tp
)\max( ) 2
i Amax (Si . 59
== (P )ﬁ,(1 (Q)37) (59)

Second, from (46), (51) and Theorem 1, using triangle equality,
one has

th+Np—1
A= 2 {1t )03, — Rtslen) 13,
S=th1
th+Np—1
= 2 {imesitnen - st 13 )
$=lh+1
)\, th+Np 1
max 2 2 2
- }\mm Pl Z ﬂ !
S=th41
Amax(Qi) 2 22
<————(N, — B;j)Bfa’er. 60
< s Ny — BB (60)
Third, from the definition of the neighbor term, one has
th4+1+Np—1
> Y {iRsln I3, + 1% Il )
s=thy1  jeN;
th+1+Np 1

(ths1 +Np — s+ 1Yale?

< Y X {m

Amin(P,
s=tht1  jeN;

max(Qu) 2 2.2
——(t + N, —s+ 1) are; }
Amin(Pj) ( e P ) N
Np+1
Amax(Qy)
< max Qx] n2 2.2 max n 2}
n22]§{ mm 1 i * )me(P]) O[ 81
PO DR [N R
< .
n=2 jeN: e )\mm(Pz) )\min(Pj)

Lastly, according to Lemma 2, we have Aj, < [|X(ta+Np|th11)II5, —
IXi(th 4+ Nplta)lI3, < (1—e;)?e?. Under condition (57), it suffices to
prove that A, + Aj, + Aj; + 4, < 0. Summarizing all the above
discussion, one has

Ji(ther) = JF () < Jilthsr) — Ji () < 0. (62)

According to the same arguments in [40,41], it can be shown that
the estimated state of each agent enters the terminal set §2;(¢;) in
finite time.

Remark 6. In order to accomplish the control goal of the coop-
eration, a cooperation term is added to the predictive controller.
However, the cooperation term appearing in the objective func-
tion poses difficulties in the proof of stability for nonlinear MAS.
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To handle it, we take full advantage of the definition of the
assumed neighbor states (32) and the satisfaction of the terminal
constraints (41c) in Eq. (61). With the elaborate design of the
cooperation term, the cooperation of the nonlinear MAS can be
proved by selecting a suitable cooperation matrix Q;.

Now the cooperation of nonlinear MAS can be achieved by
summarizing all the above discussions, which are concluded in
the following theorem.

Theorem 2. For the nonlinear MAS (1)(a) with S-C FDI attacks and
disturbances, supposing that Assumptions 1-3 hold and the initial
OCP Pj(ty) is feasible if the conditions in Theorem 1 and Lemma 5
hold, then the system state of all agent will cooperatively asymp-
totically stabilize to the origin under the proposed event-triggered
DOFMPC Algorithm 1.

Proof. Firstly, according to Lemma 1, one has limy_, o, €;i(k) = 0.
There exists a finite time instant k such that /Amax(P;) | Z:LiCio
e;i(k)|l < (1 — «j)ej, V k > k. Furthermore, according to Lemma 5,
the estimated state satisfies Xi(k) € $2i(¢;) eventually. It is obvi-
ously that we can seek a constant k' > k, such that ||x;(k')|lp, <
&i.

Then under Algorithm 1, local state-feedback control
sequences u;j(k) = Kx;(k),k > k' are applied to both the
RMO and the actual system. Induced from Lemma 3 and (23),
one has V(xi(k + 1)) < V(Xi(k)) — X (k)(Q + KRiK;) ki(k) +
Amax(Pi)|| ZxLiCioezi(k)||. As mentioned above, it can be obtained
from condition (b) in Theorem 1 that ||%;(k)|lp, < eillXi(k — 1)]lp, +
(1—oy)e;. It implies the estimated state cannot escape from $£2;(¢;),
Vik>KkK.

Furthermore, we have [X(k)[lp, < ()" Kei + Zn oo
o Amax (P ZxLiCioezi(k)||,V k > k'. As 0 < a, < 1 and llmk_,oo
e;i(k) = 0, one has lim_, . Xi(k) = 0. Recalling the conclusion
limy_,  e,(k) = 0 in Lemma 1, we have lim_, o, xi(k) = O.

Summarizing all the above discussions, similar to [8], it proves
the stability of each agent and the cooperation of the overall
nonlinear MAS subject to FDI attacks and external disturbances
can be achieved under Algorithm 1.

5. Simulation

The simulation example is a typical nonlinear one-link flexible
joint manipulator system, in which a linear torsional spring is
used to simulate the joint’s elasticity [42]. Consider the simula-
tion experiment scenario: The two pairs of operators cooperate to
achieve stability. Their communication topology is quadrilateral,
and the unpaired agents are connected. The dynamics of each
agent are modeled as

ém = Wn,
. j U
Wm = ki(@l — Om) — me + TU,
m m Crn (63)
0 = wy,
J

(6 — 61) — L sin()
= —(Om — 6)) — —sin(6)),
kl m 1 kl 1
where 6,,,, wn, 6, w; are motor rotor rotation angles, motor rotor
angular velocity, link rotation angles, and link angular velocity,
respectively. The system parameter kp,, k;, j, v, and M represent
the motor rotor inertia, link inertia, joint elastic constant, viscous
friction, and gravitational parameter, respectively.

By linearizing and selecting an appropriate sampling interval,
the system dynamic (63) with disturbances and FDI attacks can
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be represented by (1)(a). We get the following matrices for each
agent.

0.1974 0.0102 0.0026 0

Arn— —0.2967 0.2847 0.2967 0.0026
1,3 =

0.0001 0 0.1999 0.0103 |’
0.0201 0.0001 —0.0106 0.1999
[ 0.2974 0.0302 0.0036 0
A, — —0.3967 0.1847 0.3967 0.0029
24 = | 0.0001 0 0.1789 0.0106 |’
| 0.0303 0.0001 —0.0106 0.6999
0
0.2160
Bi3 = 0 ,
. 0
0 0
0.3160 0
By 4 = 0 ,Gi234 = 0 ,
0 —0.0033
0.1 0.1
0 —0.1
Duipsa=| o |'Dviasa=| g2 |-
0 0
0.1
0.2
S$1234= 01
0

The output matrices are Cq 534 = I4, and Lipschitz constants
are ¢12,3.4 = 0.2. The dynamics of the measurement disturbances
consist of a number of segmented trigonometric functions, whose
specific values can be seen in Fig. 5(b). We assume the S-C FDI
attacks are ajy(k) = 0 for k < 5, ayy(k) = sin(3k — 2) 4 cos(5k) for
5 < k <10, ajy(k) = 0 for 10 < k < 18, ay,(k) = sin(2k 4 2) for
18 < k < 25, and a;y(k) = 0.8 for 25 < k < 30. S—-C FDI attacks of
other agents are similar and will not be detailed here. The system
disturbances are energy bounded as wyy = e *sin(3k), wyx =
e ksin(3k), wy e~ 2ksin(3k), and ws = e 2ksin(1.8k). The
system control constraints are {|uq234(k)] <2 }.

Set the weight matrices as Q; 3 = diag(1.31, 1.12, 1.22, 1.23)
Q2.4 = diag(0.68, 0.72, 0.72, 0.68) and Ry 334 = 0.01. The Hy
performance index y = 2.

According to the offline procedure in Algorithm 1, the obser-
vation matrices and control matrices are obtained from Lemma 1,
3 as follows.

—0.3034 —0.5115 —0.4648 0.0209
—0.3484 —0.4991 0.3370 0
—0.3404 0.4254 —0.4100 —0.0098
—0.0030 0.0040 0.0047 0.1999 |~
—0.0642 0.0783 —0.1717 0.0002
—0.0819 —0.1793 0.0772 0

—0.2031 —-5739 —-0.5125 0.0313
—0.3040 —0.6269 0.3393 0.0004
—0.3444 0.4884 —0.3888 —0.0098
—0.0030 0.0040 0.0049 0.6999 |~
—0.0598 0.0943 —-0.1749 0.0002
—0.0805 —0.2004 0.0866 0.0001

Liz=

L4 =

3.1051 0.1027 0.0189 0.2340
0.1027 2.5390 0.1702 0.0544
0.0189 0.1702 3.3061 —0.1363 |’
0.2340 0.0544 —0.1363 3.3329

Pi3=

10
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1.6232 0.0311 0.0115 0.0223
0.0311 1.5942 0.0231 0.0256
0.0115 0.0231 1.6330 0.0180 |’
0.0223 0.0256 0.0180 1.6168

Py 4

K3 =[2.0699 —0.8797 —3.2901 1.8587 |,
K4 =[ 1.4588 0.0213 —1.1991 —0.0633 |,

According to Theorem 1, the shrinkage rate are chosen as
12,34 0.48, and the triggering parameters are select as
B1.2.34 = 2. Assume that the initial states of manipulator are
taken as x1(0) = [—16; —8; —14; 10], x,(0) = [14; —14; 16; —18],
x3(0) [—12; —12; —16; 17], x4(0) [—14; —8; —12; 18],
and the initial values of estimator are chosen as z;(0) = [ —
15.5; —7.09; —13.01; 9.93; 0; 0], z5(0) = [14.14; —14.35; 16.46;
—17.19; 0; 0], z3(0) [—11.79; —12.02; —15.84; 17.98; 0; 0],

24(0) = [ —14.44; —7.26; —11.441; 17.31; 0; 0]. Obviously, they
satisfy condition (a) in Theorem 1. Furthermore, cooperation
matrices are calculate as Qqz.143234 = diag([2.3152 1.9366

1.9423 2.1319]), and Qi2,14,32,3¢ = diag([1.2694 1.3463 1.1107
1.1639]), which also satisfy condition in Theorem 2. The event-
triggered DOFMPC Algorithm 1 with prediction horizon Np=n8
is applied to the nonlinear MAS. For ease of notation, (a;), in the
simulation results denotes the bth dimensional component of the
vector q; (see Fig. 2).

In this paper, the event-triggered DOFMPC scheme is proposed
to resist initial bounded FDI attacks in the S-C channel, measure-
ment disturbances, and energy-bounded system disturbances in
the nonlinear MAS. In terms of structure, an RMO is first built
to get valuable information through the compromised outputs,
which can estimate uncompromised system states, S-C FDI at-
tacks, and measurement disturbances simultaneously. Therefore,
the real-time estimation results of the RMO are first analyzed as
follows.

The estimation error of the uncompromised state and output
are shown in Figs. 2 and 3. It implies each component of the
estimation error rapidly converges to zero after a small initial
step. The H., performance of RMO is shown in Fig. 4. Specifically,
the estimations of FDI attacks a; converge to the real FDI attacks
a;, which can be illustrated by the light turquoise dotted lines that
coincide with the deep green solid lines in Fig. 5(a). Measurement
disturbances and their estimations of all agents after the attack
are illustrated with brick red solid lines and light blue dashed
lines in Fig. 5(b). All the estimation results demonstrate that
the observation errors of RMO converge to zero and the uncom-
promised states, measurement disturbances, and FDI attacks are
eventually approximated from augmented states and segregated.
It further demonstrates the RMO eliminated the impact of FDI
attacks.

The actual system state trajectories of agents are presented
in Fig. 6, which reveals that the states converge to zero un-
der event-triggered DOFMPC within the predictive time domain.
More specifically, as illustrated by motor rotor angular velocity
trajectories, the neighboring agents will cooperatively stabilize to
zero, which is related to the cooperation matrix of cost functions
in OCP.

Conformed to the saturation of the actuator, the input con-
straints {|uq23.4(k)] < 2} are strictly satisfied for all agents
as shown in Fig. 7(a). The newly-designed robustness constraint
results in a smoother predictive control sequence with less os-
cillation, as can be seen from the comparison in Fig. 7(a) and
Fig. 7(b).

Fig. 8 displayed the triggering times and intervals of the event-
triggered DOFMPC in the prediction time domain. As we can
observe, the triggering intervals steadily lengthen as the system
disturbance continues to diminish, which is consistent with the
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dynamic properties of the error Eq. (28). Through the fact that
each agent has a minimum triggering interval of 2 and a max-
imum triggering interval that cannot exceed the projected time
domain, the conclusion of Lemma 2 is verified, and the efficacy of
the adjustable parameters is demonstrated. The Zeno phenomena
can be successfully avoided by the trigger threshold proposed
in this paper. The triggering interval in the control structure
can set the distributed predictive controller to sleep, which can
efficiently conserve computing resources.

From the simulation results, the proposed event-triggered
DOFMPC scheme ensures the cooperation of the nonlinear MAS
under S-C FDI attacks and disturbances. The uncompromised
states, FDI attacks, and measurement disturbances are estimated

(b) measurement disturbances

measurement disturbances in each agent.
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and separated by the RMO simultaneously. The distributed output
feedback model predictive controller handles the disturbances
successfully and the event-triggered mechanism helps the con-
troller to save a lot of computing resources. All the above verified
the robust secure performance of our proposed framework.

6. Conclusion

This paper has proposed an event-triggered DOFMPC scheme
to address the secure robust problem of nonlinear MAS with S-
C FDI attacks and disturbances. The invalidity of compromised
signals is overcome by a decentralized RMO, while the impacts of
disturbances are eliminated by a newly-designed robustness con-
straint and an event-triggered mechanism. Theoretical analyses
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on the recursive feasibility and cooperation of MAS are presented,
and it is further demonstrated by simulation results. The current
research shows that there is a large potential scope for using
DOFMPC to provide secure control solutions for MAS.
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