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Abstract— This paper addresses the event-triggered model
free adaptive control (MFAC) problem for unknown nonlinear
systems under denial-of-service (DoS) attacks, where the design
and analysis are discussed under the data-driven framework.
Firstly, by using the novel pseudo partial derivative, the nonlinear
systems are converted into an equivalent data-relationship model.
Then, the DoS attacks are described as limited by their frequency
and duration, and without any more specific assumptions about
the attack structure or strategy. Next, a novel event-triggered
MFAC scheme is proposed. By employing the Lyapunov stability
theory, the stability performance is analyzed. Furthermore,
a compensation algorithm is designed to against the adverse
impact brought by the DoS attacks. Finally, simulations including
a numerical example and a load frequency control (LFC) example
for multi-area power systems are given to demonstrate the
validity and applicability of the proposed schemes.

Index Terms— Event-triggered control, DoS attacks, unknown
nonlinear systems, model free adaptive control, data-driven
design.

I. INTRODUCTION

IN RECENT years, due to the rapid development and
cross integration of computer science and communication

technology, the framework of cyber physical systems (CPSs)
has been widely and effectively applied in various industrial
fields [1], [2], [3]. CPSs possess the ability to improve the
collaboration efficiency of network physical elements and
enhance system intelligence. These capabilities are driving a
wide range of applications of CPSs in infrastructure, wear-
able devices, transportation systems, smart grids, etc [4], [5],
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[6], [7]. It is important to take the potential network-induced
phenomena into consideration when analyzing the controller,
including malicious networked attacks that will affect the
availability and integrity of the system.

Actually, two types of attack models are generally consid-
ered when the security control issue of CPSs is discussed,
namely deception attacks and denial-of-service (DoS) attacks.
The former attempts to destroy the integrality of the controller
and actuator data by injecting false signals via the transmission
networks, such as replay attacks and false injection attacks [8],
[9], [10]. Moreover, the latter aims at interfering the trans-
mission channels to obstruct the transmission of system data
[11], [12]. Recently, some results have been published in the
control field of CPSs under DoS attacks. In [13] and [14],
a novel framework of DoS attacks is introduced for the
first time. This attack framework only restricts the frequency
and duration of the attacks, and does not make any specific
assumptions about the structure of the attack strategy. In [15],
a switched state estimator is established by employing the
average dwell time method and combining the duration and
frequency of the jamming attacks. The influence brought
by DoS attacks is studied in [16] while investigating the
resilient filtering problem for power systems. The communica-
tion structure which can prevent malicious DoS attacks from
destroying system stability is studied in [17]. Meanwhile, the
game between attackers and defenders has also provoked wide-
spread discussion. In [18], the game theory is studied under a
Stackelberg game viewpoint of UAV-aided traffic monitoring
network. In [19], the Stackelberg Equilibrium approach is used
to analyze the game strategies. In addition, the defense strategy
is rather important for the security operation of practical
systems. In [20], the smart transmission power level is selected
with the combination of the defensive deception to against
jamming attacks.

It is worth noting that the introduction of transmission
network in CPSs also raises concerns about the potential
issues caused by bandwidth constraints. Fortunately, compared
with the fixed time-triggered mechanism based on periodically
sampling, the event-triggered mechanism based on flexible
triggering conditions is widely considered to be a feasible solu-
tion to such difficulties [21], [22], [23]. The research of event-
triggered control has been reported in plenty of literature.
For example, the event-triggered active disturbance rejection
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control scheme is established in [24] with an extended state
observer for disturbed systems. In [25], the observer-based
control problem with event-triggered mechanism is studied,
and both the continuous and discrete-time event detectors are
designed. In [26], the global stabilization issues for the general
linear systems via event-based bounded control are studied.
In addition, some results have been also obtained in the
design of event-triggered mechanism for nonlinear systems.
For instance, the event-triggered control issue is studied in
[27] and [28] while designing the sliding mode controller for
the systems with nonlinear and uncertain dynamics. In [29],
the model predictive control problem for nonlinear systems
is considered with event-triggered mechanism. In [30], the
nonlinear nonholonomic robot is controlled with the event-
based model predictive tracking control method. Nonetheless,
the results in [27], [28], [29], and [30] all require that the
system structure be known or at least partially known, which
is usually a harsh condition. In addition, the existing robust
event-triggered control approaches for nonlinear systems are
still dependent on model information, which brings challenges
to their practical application [31], [32].

Although considerable results have been achieved in the
study of event-triggered control, the security-related data-
driven event-triggered research of CPSs is still rare. Some pio-
neer results in this field have been reported. In [33], an event-
triggered resilient control is stated for those systems subject to
periodic DoS jamming attacks, where the relationship between
triggering and DoS parameters is characterized quantitatively.
In [34], the consensus tracking issue for the multi-agent
systems is investigated with a design of event-triggered mech-
anism to against DoS attacks. Meanwhile, almost all practi-
cal systems contain complex nonlinearities, and the accurate
dynamic model is rather difficult to acquire. How to analyze
and construct the event-triggered control schemes for these
unknown nonlinear systems under the network attacks is still
an urgent issue to be addressed. The main difficulties are as
follows.

1) How to design the data-driven control scheme for the
nonlinear systems subject to unknown dynamics and malicious
attacks?

2) How to establish the triggering condition that balance
both stability performance and bandwidth occupancy?

3) How can the controller be improved to against the
frequency-duration-constrained DoS attacks?

Fortunately, model free adaptive control (MFAC) is an
effective method for systems with unknown and nonlinear
dynamics [35], [36], [37]. A new dynamic linearization tech-
nique is introduced in this method such that the linear data-
relationship model of the nonlinear systems can be established.
On this basis, a data-driven control scheme is constructed only
depending on the input and output (I/O) information, and
the stability analysis is also given without using any model
information. Due to the data-driven merit, MFAC has been
successfully applied to a variety of practical processes, such
as [38], [39], [40], [41], and [42]. Nevertheless, the effect of
network attacks on system stability and how to design event-
triggered control scheme under the data-driven framework
have not been explored yet. Therefore, the main work of the

paper is to contribute to the event-triggered MFAC issue for
unknown nonlinear systems under DoS attacks. By compar-
ing with the existing researches, the main contributions are
summarized as:

1) Compared with [13], [14], [15], [16], [17], [18], [19],
[20], [21], [22], [23], [24], [25], [26], [27], [28], and [29],
this is the first time that the security control and the event-
triggered mechanism are studied under the unified data-driven
framework, where the controller and the triggering conditions
are completely independent to model information.

2) In contrast to the contractive mapping principle in
[35], [36], [37], [38], [39], [40], [41], and [42], the system
stability is analyzed by employing the Lyapunov approach
combined with the event-triggered conditions in this paper,
which expands the theoretical tools of MFAC.

3) The compensation scheme is designed by assigning
estimation capabilities to the proposed controller, which can
against the potential adverse effect brought by the malicious
DoS attackers.

The rest of the paper is formulated as: The system descrip-
tion, the introduction of DoS attacks and event-triggered mech-
anism are provided in Section II. The convergence analysis of
the proposed algorithm is introduced in Section III. Section IV
illustrates the analysis and design of the proposed compensa-
tion algorithm. The simulation results are given in Section V
and conclusions of this paper are stated in Section VI.

Notation: Let R
l denote the set of l−dimensional real vector

space, and Z
+ denote the set of positive integers. Denote

round (δ) by the function that rounds δ to the nearest integer.
Let � denote the difference between the two adjacent time
instants of the variable. The usual Euclidean vector norm is
represented by | · |. Denote a−1 as the reciprocal of a, and i
is the number of attacks. A function ∂ (·) : [0,∞) → R is said
to be of class K∞ function if it satisfies: strictly increasing,
∂ (0) = 0 and ∂ (s) → ∞ as s → ∞.

II. PROBLEM FORMULATION

A. System Descriptions

A class of discrete-time single-input single-output (SISO)
nonlinear systems is considered as follows.

y (k + 1) = f (y (k) , u (k)) (1)

where k ∈ Z
+, y (k) ∈ R

1, u (k) ∈ R
1 and f (·) : R �→ R

1

denote the time instant, system output, control input and an
unknown nonlinear function respectively.

Remark 1: The nonlinear systems (1) represent a class of
typical SISO non-affine systems, which have two main char-
acteristics: 1) Nonlinearity, which is reflected in the function
f (·); 2) Unknown feature, which mainly means that the
specific mapping relationship is unknown to the controller
designer. Therefore, such form can represent a large class
of practical applications including temperature control system,
pressure control system, etc.

The following two assumptions are given for further
discussion.

Assumption 1: The partial derivative of nonlinear function
f (·) with respect to u (k) is continuous.
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Fig. 1. Structure of the event-triggered CPSs under DoS attacks.

Assumption 2: The system (1) satisfies the generalized Lip-
schitz condition, that is, if �u (k) �= 0, then |�y (k + 1)| ≤
b |�u (k)| holds for any k, where �y (k + 1) = y (k + 1) −
y (k), �u (k) = u (k) − u (k − 1), and b denotes a positive
constant.

Remark 2: Assumption 1 is a constraint condition in con-
troller design for practical nonlinear systems, which has
been discussed in [35], [36], and [37]. This condition is
usually a necessary assumption in other model-based control
approaches. In addition, the change of the system output can
be effectively limited by Assumption 2. For the energy expen-
diture, the change of the output energy, which is produced
by bounded input energy, should also be bounded, such as
welding system, and motor control system, etc. Therefore,
Assumptions 1-2 are both reasonable and acceptable for the
practical applications.

Lemma 1: For the nonlinear systems (1) satisfying
Assumptions 1-2, if �u (k) �= 0, then there exists a parameter
φ (k) ∈ R

1, which is called pseudo partial derivative (PPD),
such that the system can be converted into a compact form
dynamical linearization (CFDL) model

�y (k + 1) = φ (k) �u (k) (2)

where |φ (k)| ≤ b̄ for any k, and b̄ is a positive constant.
Proof: The detailed derivation can refer to [35],

[36], and [37].
Thus, φ (k) is only related to the I/O data of the system up

to the sampling instant k, and does not contain or imply the
structure and parameter information of the dynamic model (1).
The linear model (2) is a data model that is equivalent to the
original nonlinear model only for controller design.

Remark 3: It is worth noting that the parameter φ (k) is
a concept in a mathematical sense, whose existence is only
theoretically guaranteed by rigorous proof. All possible com-
plex behavior characteristics of the nonlinear systems (1),
such as nonlinearity, time-varying parameters or structures,
are compressed into the time-varying scalar parameter φ (k).
Nevertheless, the dynamic characteristics of φ (k) may be too
complex to describe mathematically in detail, but its numerical
behavior may be relatively simple and easy to estimate.

The event-triggered MFAC mechanism is implemented in a
networked environment and the structure is shown in Fig. 1.
It is assumed that the system output y (k) is subject to
intermittent DoS attacks during transmissions, which will
prevent the event generator from receiving the latest output.
The event generator is applied to determine the signal sequence

Fig. 2. Attack sequence and triggering instants.

transmitted to the MFAC, and the zero-order holder (ZOH)
is designed to hold the control input when the MFAC does
not receive the latest output. The modeling of the intermittent
DoS attacks and the event-triggered mechanism are described
in detail below.

B. Intermittent DoS Attacks

Consider a type of intermittent DoS attacks shown in Fig. 2.
Noting that although the attack strategy of external attacker is
unknown and unpredictable, its attack results can be detected
by employing the on-line detection mechanism. In this paper,
we mainly focus on studying the design and analysis issues of
the event-triggered MFAC in the existence of DoS attacks,
so they are assumed to be always detectable like others
work [13], [14].

DoS attack interval means that the attacker maliciously
blocks the transmissions among a period of time instants.
To be specific, when instant k is within the attack intervals,
the system’s attempt to transmit y (k) will fail, causing u (k)
to fail to update. The i -th attack interval is denoted by

Ki = {ki } ∪ [ki , ki + τi )

where Ki determines when the communication is prohibited,
and {ki }i∈Z+ and τi denote the set of the transition instants
from sleeping to launch of the DoS attacks and the length
of i -th attack interval respectively. For any interval [k0, k],
n (k0, k) represents the transition numbers of DoS status, and
the set of DoS interval during [k0, k] ⊂ [0,+∞) is denoted
by �(k0, k) = �

i∈N0

Ki
�

[k0, k].

In the paper, the attack strategy is assumed to be unknown,
and the energy-limited DoS attacks are limited by their fre-
quency and duration. The main assumptions about the DoS
attacks are given as follows.

Assumption 3 (DoS Frequency) [13], [43]: For any time
interval [k0, k] ⊂ [0,+∞), there exists a positive constant κn

and a K∞ function fn (k0, k) such that

n (k0, k) ≤ κn + fn (k0, k) (3)

Assumption 4 (DoS Duration) [13], [43]: For any time
interval [k0, k] ⊂ [0,+∞), there exists a positive constant
ζ� and a K∞ function f� (k0, k) such that

�(k0, k) ≤ ζ� + f� (k0, k) (4)

The boundary of |�(k0, k)| means the total length of
DoS attacks over time interval (k0, k). Define 
 (k0, k) :=
[k0, k] \�(k0, k) as the length of time intervals during which
the attack is inactive, then it yields that


 (k0, k) = k − k0 − |�(k0, k)|
≥ k − k0 − ζ� − f� (k0, k) − n (k0, k) (5)

for any k0, k ∈ [0,+∞).
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Remark 4: Note that Assumptions 3-4 do not contain any
information about the probability distribution of an attacker’s
strategy, but only indicates the frequency and duration limita-
tions of DoS attacks. Indeed, the attack strategy is mostly not
available for the controller designer.

C. Event-Triggered Mechanism Design

Due to the existence of DoS attacks, the triggering scheme
is adjusted as: once the attacks are launched, the triggering
scheme will stop working for the purpose of saving bandwidth
resources. Thus, the next transmission instant kt+1 ∈ 
 (k0, k)
will be determined by judging the following triggering
condition

�(k)2 > 2Q2 (k − 1) �y2
d (k) − γ e2 (k − 1) (6)

where Q (k) = 1 − ρφ̂(k)2/

�
λ +

���φ̂ (k)
���2

�
and φ̂(k) is

the estimation value of φ (k). The positive constants ρ, λ
are adjustable parameters. Moreover, yd (k) is the desired
trajectory and �yd (k) = yd (k) − yd (k − 1) denotes its
increment. e (k) = yd (k) − y (k) represents the tracking error
and � (k) = e (kt )− e (k) denotes the triggering error. Noting
that γ ∈ [0, 1] is an adjustable triggering parameter to balance
the transmission quantity and stability.

The event generator is built in the input side as shown in
Fig. 1. The triggering condition is judged at each sampling
instant, and the condition (6) holds only if the triggering error
� (k) exceeds the threshold. Hence, we define the instant
when the inequality (6) is true as the triggering instant kt ,
and Tt is the t-th triggering interval. The event-triggered
mechanism works as: only when the triggering condition in (6)
is satisfied, the latest output sampled from the sensor can be
sent to MFAC for updating, otherwise the control signal will
remain as the previous value by ZOH. It is worth noting that
the lower bound of the inter-execution time (k + 1) T − kT is
exactly the sampling period T > 0, which means the absence
of Zeno behavior for discrete-time systems.

The workflow of the event-triggered mechanism is shown
in Fig. 3. Firstly, it is determined whether it is under an attack
interval for the current time instant before the updating of
control input. If it is, update u (k) = u (k − 1). If not, the
triggering condition will be calculated and judged. Then, if the
condition is true, update u (k) with the latest I/O data. If not,
update u (k) = u (k − 1).

D. Event-Triggered MFAC Algorithm

Construct the criterion function with respect to u (k)

J (u (k)) = |e (k + 1)|2 + λ|�u (k)|2

where λ represents a positive weighting coefficient. Recalling
the linear data model (2) and minimizing the above function,
there is

u (k) = u (k − 1)

+ ρφ (k)

λ + |φ (k)|2 (yd (k + 1) − y (k))

Fig. 3. Workflow diagram of event-triggered mechanism.

where ρ is a step factor added to improve the generality. Next,
to estimate the parameter φ (k), a criterion function is designed

J (φ (k)) = |�y (k) − φ (k) �u (k − 1)|2
+ μ

���φ (k) − φ̂ (k − 1)
���2

where φ̂ (k) is the estimation value of φ (k), and μ > 0 is a
weighting factor. Next, minimizing above function, one has

φ̂ (k) = φ̂ (k − 1) + η�u (k − 1)

μ + |�u (k − 1)|2
×

�
�y (k) − φ̂ (k − 1) �u (k − 1)

�
where η ∈ (0, 1] is a step factor.

Seeing that the intermittent DoS attack blocks the trans-
mission channels, y (k) cannot be employed to construct the
controller. Therefore, denote

z (k) =
	

y (k) , k = kt

z (k − 1) , k ∈ (kt−1, kt )

as the actual output utilized by controller and �z (k) = z (k)−
z (k − 1). Therefore, the event-triggered MFAC algorithm for
nonlinear systems (1) is established as

φ̂ (k)

=

⎧⎪⎪⎨
⎪⎪⎩

φ̂ (kt−1) + η�u(k−1)
μ+�u2(k−1)

×�
�z (k) − φ̂ (k − 1) �u (k − 1)

�
,

k =kt

φ̂ (kt−1) , k ∈(kt−1, kt )

(7)

φ̂ (k) = φ̂ (1) , if
���φ̂ (k)

��� ≤ ε or |�u (k − 1)|
≤ εor sign

�
φ̂ (k)

�
�= sign

�
φ̂ (1)

�
(8)

u (k) =

⎧⎪⎪⎨
⎪⎪⎩

u (kt−1) + ρφ̂(k)

λ+φ̂2(k)
×

(yd (k + 1) − z (k)) ,
k = kt

u (kt−1) , k ∈ (kt−1, kt )

(9)

where ε is a positive constant, which is sufficiently small.
(8) is the reset algorithm of φ̂ (k) and φ̂ (1) represents its initial
value. The choice of μ, λ, η and ρ is that μ, λ satisfy μ, λ > 0,
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and η, ρ satisfy 0 < η, ρ ≤ 1. The factor ε is usually selected

as 10−5.
Note that the control algorithm (9) and parameter estimation

algorithm (7) consist of the I/O signals and do not involve any
model information of (1), which makes it a data-driven control
method.

III. MAIN RESULTS

In this section, the sufficient conditions which can ensure the
stability of system (1) subject to DoS attacks will be derived
by applying the Lyapunov stability theory. The necessary
assumption about PPD is firstly given.

Assumption 5: The sign of φ (k) keeps unchanged for any
instant k and �u (k) �= 0, that is, φ (k) satisfies φ (k) > ε̄ > 0
or φ (k) < −ε̄ < 0, where ε̄ is a small constant. Note that we
only consider that φ (k) > ε̄ > 0 in this paper for the sake of
convenience.

Remark 5: Noting that as the control input u (k) increases,
the system output y (k) should not decrease, which can be
considered as a “quasi-linear” characteristic. This condition is
similar to those in model-based control methods that require
an invariant sign for control direction. Many systems including
water level control systems and temperature control systems,
satisfy this assumption.

The main results are concluded in Theorem 1.
Theorem 1: Consider the nonlinear systems (1) satisfying

Assumptions 1-2, 5 and apply the event-triggered control
scheme (6)-(9). If the controller parameters are chosen as
μ, λ > 0, 0 < η, ρ < 1, and there exists a K∞ function
h̄ (k0, k) such that the DoS attack sequence satisfies

k − 2 f� (k0, k) − fn (k0, k) ≥ h̄ (k0, k) (10)

for any interval [k0, k] ⊂ [0,+∞), where the DoS attacks
satisfy Assumptions 3-4, then the tracking error e (k) is
bounded as k approaches infinity and the upper bound of e (k)
is related to yd (k). If yd (k) = yd is time invariant, then e (k)
can converge to zero.

Proof: The boundedness of φ̂ (k) is first proved. Accord-
ing to the reset algorithm (8), if

���φ̂ (k)
��� ≤ ε, or |�u (k − 1)| ≤

ε, or sign
�
φ̂ (k)

�
�= sign

�
φ̂ (1)

�
, then φ̂ (k) = φ̂ (1), that is,

the boundedness of φ̂ (k) can be directly obtained.
If the conditions in (8) do not hold, then define φ̃ (k) =

φ̂ (k) − φ (k) as the estimation error of φ (k). According to
the estimation algorithm (7), one has φ̂ (k − 1) = φ̂ (kt−1)
for any kt−1 < k ≤ kt . Similarly, by recalling the control
algorithm (9), u (k − 1) = u (kt−1) can be derived for any
kt−1 < k ≤ kt , which will be applied later in the derivation.
Next, the boundedness of φ̂ (k) is discussed in two cases
separately in terms of the triggering instants.

Case I: if kt = kt−1 + 1, according to Lemma 1, �y (kt ) =
φ (kt−1)�u (kt−1) holds. Equation (7) becomes

φ̂ (kt ) = φ̂ (kt−1) + η�u (kt − 1)

μ + �u2(kt − 1)

×
�
φ (kt−1) �u (kt−1) − φ̂ (kt−1) �u (kt − 1)

�
(11)

Subtracting φ (kt ) from both sides of (11) and recalling the
relationship between φ̃ (k) and φ̂ (k), one has

φ̃ (kt ) = φ̃ (kt−1) + η�u (kt − 1)

μ + �u2(kt − 1)

×
�
φ (kt−1) �u (kt−1) − φ̂ (kt−1) �u (kt − 1)

�
+ φ (kt−1) − φ (kt ) (12)

Taking the absolute value of (12), φ̃ (kt ) satisfies���φ̃ (kt )
��� ≤ |P (kt−1)|

���φ̃ (kt−1)
��� + 2b̄ (13)

where P (kt−1) = 1 − η�u(kt−1)
2/

�
μ + �u(kt−1)

2� and
|φ (k)| ≤ b̄. Noticing that if we select parameters μ > 0 and
0 < η ≤ 1, then η�u2(kt−1) ≤ �u2(kt−1) ≤ μ + �u2(kt−1)
holds. Therefore, there exists a positive constant d1 that
satisfies 0 ≤ |P (kt−1)| ≤ d1 < 1. (13) yields���φ̃ (kt )

��� ≤ d1

���φ̃ (kt−1)
��� + 2b̄

≤ d1

�
d1

���φ̃ (kt−2)
��� + 2b̄

�
+ 2b̄

≤ · · ·
≤ dt−1

1

���φ̃ (k1)
��� + 2b̄

1 − d1

Therefore, φ̃ (kt ) is bounded. Considering the boundedness of
φ (k), one can conclude that φ̂ (kt ) is bounded for the case of
kt = kt−1 + 1.

Case II: if kt ≥ kt−1 + 2, one has u (kt − 1) = · · · =
u (k) = · · · = u (kt−1) and �u (kt − 1) = · · · = �u (k) =
· · · = �u (kt−1 + 1) = 0 from the control algorithm (9).
In addition, recalling the parameter estimation algorithm (7),
one has

���φ̃ (k)
��� ≤

���φ̃ (kt−1)
��� + 2b̄ for any k ∈ �

kt−1, kt ).
Therefore, in combination with the results in Case I and

Case II, it is easy to conclude that φ̃ (k) is bounded for any
instant k. Since φ (k) ≤ b̄, the boundedness of φ̂ (k) can be
derived by the relationship between φ̃ (k) and φ̂ (k).

Next, some necessary notations of time instants about the
triggering instants and attack intervals are first given, and
followed by the boundedness discussion of tracking error e (k).
Noting that the interval [ki , ki + τi ) represents the i -th attack
interval, and

�
ki + τi , ki+1) represents the sleeping interval

between two adjacent attack intervals. Hence, the triggering
instants in

�
ki + τi , ki+1) are remarked as ki,1, ki,2, · · · , ki,t .

Now, for each interval
�
ki , ki+1)i∈Z+ , consider the case where

the triggering condition (6) is satisfied, such as k = ki,t , and
choose the Lyapunov function as V

�
ki,t

� = e
�
ki,t

�2. Since
the triggering condition (6) is satisfied, recalling the control
algorithm (9) and the definition of z (k), e

�
ki,t

�
yields that

e
�
ki,t

� = yd
�
ki,t

� − y
�
ki,t

�
= yd

�
ki,t

� − y
�
ki,t − 1

� − φ
�
ki,t − 1

�
�u

�
ki,t − 1

�
(14)

Furthermore, if ki,t − 1 = ki,t−1 is the first triggering instant
before instant ki,t , one has the following relationship by
employing the control algorithm (9)

�u
�
ki,t−1

� = u
�
ki,t−1

� − u
�
ki,t−1 − 1

�
= ρφ̂

�
ki,t−1

�
λ + φ̂2

�
ki,t−1

� �
yd

�
ki,t−1 + 1

� − y
�
ki,t−1

��
(15)
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Substituting the increment of the control algorithm (15) into
the tracking error (14), one has

e(ki,t ) = yd
�
ki,t

� − y
�
ki,t−1

� − φ
�
ki,t−1

�
× ρφ̂

�
ki,t−1

�
λ + φ̂2

�
ki,t−1

� �
yd

�
ki,t−1 + 1

� − y
�
ki,t−1

��
Furthermore, recalling the definition of e(k), there is

e
�
ki,t

� = yd
�
ki,t

� − yd
�
ki,t−1

� + �
yd

�
ki,t−1

� − y
�
ki,t−1

��
− φ

�
ki,t−1

� ρφ̂
�
ki,t−1

�
λ + φ̂2

�
ki,t−1

�
× �

�yd
�
ki,t−1 + 1

� + �
yd

�
ki,t−1

� − y
�
ki,t−1

���
Meanwhile, the above equation becomes

e
�
ki,t

� = yd
�
ki,t

� − yd
�
ki,t−1

�
− ρφ̂

�
ki,t−1

�2

λ + φ̂2
�
ki,t−1

��yd
�
ki,t−1 + 1

�

+
�

1 − ρφ̂
�
ki,t−1

�2

λ + φ̂2
�
ki,t−1

�
�

e
�
ki,t−1

�
It yields

e
�
ki,t

� ≤ Q
�
ki,t−1

�∇ymax
d + Q

�
ki,t−1

�
e
�
ki,t−1

�
(16)

where ∇ymax
d = max {�yd (1) ,�yd (2) , · · · ,�yd (k)} and

Q
�
ki,t−1

� = 1 − ρφ̂
�
ki,t−1

�2
/

�
λ +

���φ̂ �
ki,t−1

����2
�

. Here,

since the actual value of φ (k) is unknown for controller
designer, is replaced by φ̂ (k), which can be estimated by the
parameter estimation algorithm (7).

In addition, if ki,t − 1 �= ki,t−1, e
�
ki,t

�
is formulated

as the following form along the previous analysis that
�u

�
ki,t − 1

� = · · · = �u (k) = · · · = �u
�
ki,t−1 + 1

� = 0,

e
�
ki,t

� = yd
�
ki,t

� − y
�
ki,t − 1

� − φ
�
ki,t − 1

�
�u

�
ki,t − 1

�
Since �u

�
ki,t − 1

� = 0, e
�
ki,t

�
is further rewritten as

e
�
ki,t

� = yd
�
ki,t

� − y
�
ki,t − 2

� − φ
�
ki,t − 2

�
�u

�
ki,t − 2

�
Also, along the same trajectories, one has

e
�
ki,t

� = yd
�
ki,t

� − y
�
ki,t−1

� − φ
�
ki,t−1

�
�u

�
ki,t−1

�
Recalling (15), one can obtain the same results as in (16).

Meanwhile, according to the boundedness of φ̂ (k) and the
reset algorithm (8), there exists a positive constant ε̄ that
satisfies ε ≤ φ̂ (k) ≤ ε̄ for any k. Since ρ ∈ (0, 1] and
the function Q (k) is decreasing monotonically with respect
to φ̂ (k), there exists constants λ, c̄, c > 0 that satisfy

c = ρε2

λ + ε2 ≤ 1 − Q (k) ≤ ρε̄2

λ + ε̄2 = c̄ < 1 (17)

which reveals that Q (k) is also bounded. Recalling the
Lyapunov function V

�
ki,t

�
and denoting its derivation is

�V
�
ki,t

� = e2
�
ki,t

� − e2
�
ki,t−1

�
, there is

�V
�
ki,t

� = e
�
ki,t

�2 − e
�
ki,t−1

�2

≤ �
Q

�
ki,t−1

� ∇ymax
d + Q

�
ki,t−1

�
e
�
ki,t−1

��2

− e
�
ki,t−1

�2

≤ 2Q
�
ki,t−1

�2�∇ymax
d

�2

+
�

2Q
�
ki,t−1

�2 − 1
�

V
�
ki,t−1

�
It is clear that the triggering error � (kt ) is equal to zero at the
triggering instant. Hence, one has 2Q2

�
ki,t−1

� �∇ymax
d

�2
<

γ e
�
ki,t−1

�2
< e

�
ki,t−1

�2 from the triggering condition (6).
Accordingly, V (k) follows that

V
�
ki,t

� ≤
�

2Q
�
ki,t−1

�2 + 1
�

V
�
ki,t−1

�
= ω1

�
ki,t−1

�−1
V

�
ki,t−1

�
where ω1

�
ki,t−1

� =
�

2Q
�
ki,t−1

�2 + 1
�−1

, Furthermore,

V
�
ki,t

�
satisfies

V
�
ki,t

� ≤ ω1
�
ki,t−1

�−1
V

�
ki,t−1

�
≤ ω1

�
ki,t−1

�−1
ω1

�
ki,t−2

�−1
V

�
ki,t−2

�
≤ · · ·
≤ ω1

�
ki,t−1

�−1 × · · · × ω1
�
ki,1

�−1
V

�
ki,1

�
=

t−1�
t �=1

ω1
�
ki,t �

�−1
V

�
ki,1

�

Defining ω̄1,i = min
�
ω1

�
ki,1

�
, ω1

�
ki,2

�
, · · · , ω1

�
ki,t−1

��≤ 1,
then the above inequation yields

V
�
ki,t

� ≤
t−1�
t �=1

ω1
�
ki,t �

�−1
V

�
ki,1

� ≤ ω̄
−(t−1)
1,i V

�
ki,1

�
(18)

where ki,1 denotes the first triggering instant within the
sleeping interval

�
ki + τi , ki+1). The second case is the instant

when the triggering condition (6) in the interval 

�
ki , ki+1)

is not satisfied. Therefore, the control input u (k) remains
unchanged according to the updating algorithm (9). Thus, for
those holding instants in interval

�
ki,t � , ki,t �+1

�
t �∈Z+ , one has

e (k) = yd (k) − y (k)

= · · ·
= yd (k) − y

�
ki,t �

� − φ
�
ki,t �

�
�u

�
ki,t �

�
≤ Q

�
ki,t �

� ∇ymax
d + Q

�
ki,t �

�
e
�
ki,t �

�
Hence, it is obvious that (18) can be extended as V (k) ≤

ω̄
−(k−ki −τi )
1,i V (ki + τi + 1) for the interval

�
ki + τi , ki+1),

where ki + τi + 1 denotes the first sampling instant in this
sleeping interval.

For other cases, k belongs to the attack interval [ki , ki + τi ),
which means that the event-triggered mechanism is interrupted
within the attack intervals. Similarly, choosing the Lyapunov
function as V (k) = e2 (k) for [ki , ki + τi ). Since u (k) =
u (ki ), then one has �u (k − 1) = 0 and the tracking error
e (k) satisfies that

e (k) = yd (k) − y (k)

= yd (k) − y (k − 1) − φ (k − 1)�u (k − 1)

= �yd (k) + e (k − 1)
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Therefore, the derivation of Lyapunov function becomes

�V (k) = V (k) − V (k − 1)

= e(k)2 − e(k − 1)2

≤ 2�yd(k)2 + e(k − 1)2

Meanwhile, there is

V (k) ≤ 2V (k − 1) + ω2 (k)

≤ 2 (2V (k − 2) + ω2 (k − 1)) + ω2 (k)

≤ · · ·
≤ 2k−ki V (ki ) +

k−ki −1�
i �=0

2i �ω2
�
k − i �� (19)

where ω2 (k) = 2�y2
d (k) and ki represents the first sampling

within this attack interval. Recalling the upper bound of
�yd (k), one has ω2 (k) ≤ ω̄2 = 2

�∇ymax
d

�2 and

k−ki −1�
i �=0

2i �ω2
�
k − i �� ≤

k−ki −1�
i �=0

2i � ω̄2

≤ω̄2

k−ki −1�
i �=0

2i �=ω̄2

�
2k−ki − 1

�
Since the length of each attack interval is bounded, we can
derive the boundedness of ω̄2

�
2k−ki − 1

�
and define its

boundary Mmax. Therefore, combining (18) and (19), V (k)
satisfies V (k) ≤ 2−
(ki ,k)+�(ki ,k)V (ki ) + Mmax for interval�
ki , ki+1)i∈Z+ . Noticing that the Assumptions 3-4 about attack

frequency and duration are satisfied for any time interval, then
one has

V (k) ≤ 2−
(0,k)+�(0,k)V (0) + Mmax

Combing with Assumptions 3-4, it yields that

V (k) ≤ V (0) 2−
(0,k)+�(0,k) + Mmax

≤ V (0) 22ζ�+2 f�(0,k)+n(0,k)−k + Mmax

≤ ϒ22 f�(0,k)+ fn(0,k)−k + Mmax (20)

where ϒ = V (0) 22ζ�+κn . From (10), V (k) yields that

V (k) ≤ V (0) 2−
(0,k)+�(0,k) + Mmax

≤ V (0) 22ζ�+2 f�(0,k)+n(0,k)−k + Mmax

≤ ϒ2−h̄(0,k) + Mmax

Considering the definition of function h̄ (0, k), V (k) satisfies
that 0 ≤ lim

k→∞ V (k) ≤ Mmax. The upper bound of the

final tracking error is restricted by yd (k). In other words,
if yd (k) = yd is a constant, e (k) will approaches zero as
k approaches infinity. Therefore, one has proved the bounded-
ness of e (k). This is the end of the proof.

Remark 6: When the malicious attacks are serious, the
event-triggered mechanism may be reduced to a fixed time-
triggered mechanism. It is seen that compared with the time-
triggered mechanism, the event-triggered mechanism is still
superior in resource utilization. In a word, since the triggering
condition is judged by the control index of tracking error, its
convergence will be guaranteed preferentially.

IV. COMPENSATION ALGORITHM DESIGN

The results in Theorem 2 show that under the MFAC
scheme, system (1) still maintains well stability performance

even if the existence of intermittent DoS attacks. Considering
the channel blocking brought by DoS attacks, the data trans-
mission will inevitably be interfered with, which motivates the
design of compensation scheme.

One natural compensation strategy is to assign estimation
capabilities to the MFAC algorithm, so that the estimated
value ŷ (k) can be applied to replace the lost output y (k) and
then reconstruct the control input during the attack intervals.
Therefore, denote

r (k) =
	

y (k) , k ∈ 
 (k0, k)

ŷ (k) , k ∈ �(k0, k)

as the actual output for the compensation controller and the
MFAC algorithm is redesigned as follows

φ̂ (k) = φ̂ (k − 1) + η�u (k − 1)

μ + �u2(k − 1)

×
�
�r (k) − φ̂ (k − 1) �u (k − 1)

�
(21)

u (k) = u (k − 1) + ρφ̂ (k)

λ + φ̂2 (k)
(yd (k + 1) − r (k)) (22)

where �r (k) = r (k) − r (k − 1). ŷ (k) denotes the estimated
value and it can be obtained by

ŷ (k) = r (k − 1) + φ̂ (k − 1) �u (k − 1)

Noting that the former algorithm in (7)-(9) employs the pre-
vious output y (k − 1) to construct the input during the attack
intervals, while it is replaced by ŷ (k) in the compensation
algorithm (21)-(22). The main results of this section are given
as follows.

Theorem 2: Consider the system (1) satisfying the Assump-
tions 1-2, 5 and apply the compensation MFAC (8), (21)-(22).
If μ, η are chosen as μ > 0, 0 < η < 1 and if there
exists any time instant that (1) is not attacked in interval
[k0, k] ⊂ [0,+∞), then e (k) is bounded as k approaches
infinity.

Proof: The proof of the boundedness of φ̂ (k) is similar
to the process in Theorem 1 and the details are omitted here.
For any two adjacent sampling instants kt−1, kt ∈ 
, one has
r (kt−1 + 1) = y (kt−1) + φ̂ (kt−1) �u (kt−1) and

r (kt−1 + 2) = y (kt−1) + φ̂ (kt−1) �u (kt−1)

+ φ̂ (kt−1 + 1) �u (kt−1 + 1)

Next, for any kt−1 < k < kt , r (k) follows

r (k) = y + φ̂ (kt−1) �u (kt−1)

+ · · · + φ̂ (k − 1) �u (k − 1)

The control algorithm (22) is governed by

u (k) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

u (k − 1) + ρφ̂ (k)

λ + φ̂2 (k)
(�yd (k + 1) + e (k)) ,

k = kt−1 or k = kt

u (k − 1) + ρφ̂ (k)

λ + φ̂2 (k)
(yd (k + 1) − yd (kt−1)

+e (kt−1) − φ̂ (kt−1) �u (kt−1) −
· · · − φ̂ (k − 1) �u (k − 1)), kt−1 < k < kt

(23)
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From (23), �u (kt−1) becomes

�u (kt−1) = ρφ̂ (kt−1)

λ + φ̂2 (kt−1)
(�yd (kt−1 + 1) + e (kt−1))

≤ ρφ̂ (kt−1)

λ + φ̂2 (kt−1)
(e (kt−1) + 2c)

where c is the upper bound of |yd (k) |. Along the similar
trajectory, one has

�u (kt−1 + 1) = ρφ̂ (kt−1 + 1)

λ + φ̂2 (kt−1 + 1)
× (yd (kt−1 + 2) − yd (kt−1) + e (kt−1)

− φ̂ (kt−1) �u (kt−1)
�

≤ 2cρφ̂ (kt−1 + 1)

λ + φ̂2 (kt−1 + 1)
Q (kt−1)

+ ρφ̂ (kt−1 + 1) c (kt−1)

λ + φ̂2 (kt−1 + 1)
e (kt−1)

Furthermore, for any kt−1 < k < kt , �u (k) satisfies

�u (k) ≤
ρφ̂ (k)

k−1�
i=kt−1

Q (i)

λ + φ̂2 (k)
2t +

ρφ̂ (k)
k−1�

i=kt−1

Q (i)

λ + φ̂2 (k)
e (kt−1)

=
ρφ̂ (k)

k−1�
i=kt−1

Q (i)

λ + φ̂2 (k)
(2c + e (kt−1)) (24)

According to Lemma 1, y(k) yields

y (k) = y (k − 1) + φ (k − 1) �u (k − 1) = · · ·
= y (kt−1) + φ (kt−1)�u (kt−1) + · · ·

+ φ (k − 1) �u (k − 1) (25)

Combing (24)-(25) and replacing φ (k) with the estimated
value φ̂ (k), e (k) becomes

e (k) = yd (k) − yd (kt−1) + e (kt−1)

− φ (kt−1)�u (kt−1) − · · · − φ (k − 1)�u (k − 1)

≤ 2c + e (kt−1) − ρφ̂2 (kt−1)

λ + φ̂2 (kt−1)
(2c + e (kt−1))

− · · · −
ρφ̂2 (k − 1)

k−2�
i=kt−1

Q (i)

λ + φ̂2 (k − 1)
(2c + e (kt−1))

≤ (2t + e (kt−1))

⎛
⎝1−

k−1�
k=kt−1

⎛
⎝(1−Q (k))

k−1�
i=kt−1

Q (i)

⎞
⎠
⎞
⎠

(26)

Recalling (17), the following inequality holds

0 ≤ c + c (1 − c̄) + · · · + c(1 − c̄)k−kt−1

≤
k−1�

k=kt−1

⎛
⎝(1 − Q (k))

k−1�
i=kt−1

Q (i)

⎞
⎠

≤ c + c̄
�
1 − c

� + · · · + c̄
�
1 − c

�k−kt−1 (27)

where c + c (1 − c̄) + · · · + c(1 − c̄)k−kt−1 c
c̄ < 1.

According to (27), there exists a positive constant
d � (k − kt−1) such that������1 −

k−1�
k=kt−1

⎛
⎝(1 − Q (k))

k−1�
i=kt−1

Q (i)

⎞
⎠

������
≤

���1 −
�

c + c (1 − c̄) + · · · + c(1 − c̄)k−kt−1
����

= d � (k − kt−1) < 1 (28)

Considering (28) and taking the absolute values of both
sides of (26), one has

|e (k)| ≤ 2cd � (k − kt−1) + d � (k − kt−1) |e (kt−1)| (29)

Since d � (k − kt−1) < 1, the tracking error e (k) is bounded,
which implies that the compensation mechanism can guarantee
the convergence of the tracking error when (1) is not always
attacked for the whole time interval. Moreover, along the
similar analysis method, the convergence rate of e (k) in
scheme (7)-(9) is

|e (k)| ≤
�����1 − ρφ̂2 (ki−1)

λ + φ̂2 (ki−1)

����� |e (ki−1) + 2c|
≤ (1 − c) |e(ki−1)| + 2c(1 − c) (30)

Comparing the results in (29) and (30), it is observed that
e (k) in (29) converges faster and achieves a smaller upper
bound, which reveals the effectiveness of the compensation
algorithm. This ends the proof.

V. SIMULATION RESULTS

In this section, a set of simulations including a numerical
example and a LFC example for multi-area power system are
carried out to confirm the validity of the proposed schemes
under the intermittent DoS attacks.

A. Numerical Example

The following SISO nonlinear system is test

y (k + 1)

=

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

y (k)

1 + y2(k)
+ u3(k), 0 < k ≤ 200�

y (k) y (k − 1) y (k − 2) u (k − 1)

× (y (k − 2) − 1) + a (k) u (k)

�

1 + y2(k − 1) + y2(k − 2)
, 200< k ≤ 400

where a (k) = 0.5 × (−1)round(k/200). The structure, parame-
ters and order of the above system are all time-varying. It is
worth noting that the system model presented here is only to
generate necessary I/O data to support the operation of the
simulation.

The desired time-varying trajectory is selected as

yd (k)

=
	

0.5 × (−1)round(k/200), 0 < k ≤ 100

0.5 sin (kπ/100) + 0.3 cos (kπ/50) , 100 < k ≤ 400

The controller parameters are chosen as: η = 1, μ = 1, ρ =
0.6, λ = 0.1, ε = 10−5, φ̂ (1) = 0.5. The initial conditions are
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Fig. 4. System output under DoS attacks.

Fig. 5. Comparison of tracking errors with and without DoS attacks.

y (1) = −1, y (2) = 1, y (3) = 0.5, u (1) = u (2) = 0. Con-
sider a attack sequence as n (k0, k) ≤ 1+ k − k0 +0.5

√
k − k0

and �(k0, k) ≤ 1 + k − k0 − �
0.2 (k − k0) + 0.02(k − k0)

2�,
where n (k0, k) and �(k0, k) can satisfy the Assumptions 3-4.
The function h̄ (k0, k) that satisfies Theorem 1 is selected as

h̄ (0, k) = − 2
�

k −
�

0.2k + 0.02(k)2
��

−
�

k + 0.5
√

k
�

The response of the system output is plotted in Fig. 4 and
there were 23 attacks with a total duration of 89 sampling
instants within the time interval [0, 400], which means that
22.25% of data transfers failed. The results in Fig. 4 reveal
that the proposed event-triggered MFAC can still track the
desired output despite the intermittent attacks, which reflects
the ability of MFAC to deal with the attacks.

Fig. 5 plots the convergence curves of tracking error in
the cases of attack and non-attack respectively. The results
show that both two curves converge to zero, and fluctuate
within a small range. Nevertheless, it is also observed that
the error curve under the attacks fluctuates more dramati-
cally and the smoothness is poorer than another case. Mean-
while, by calculating the integral of absolute value of error
(IAE,

�400
k=1 |e (k)|) and the integral of squared error (ISE,�400

k=1 |e (k)|2), it is obtained that the criterions under attacks
are IAE = 31.22 and ISE = 12.74, and the criterions under
the non-attacks are IAE = 24.84 and ISE = 4.99, which
declares the adverse impact of the DoS attacks on the system
stability.

Fig. 6. Triggering instants and intervals.

Fig. 7. Tracking errors under the different triggering parameters.

In addition, we are interested in the validity of the presented
event-triggered strategy. In Fig. 6, the triggering instants and
intervals are plotted. In detail, the position of the matchstick
represents the time instant the “event” occurred, and the
height of the matchstick represents the interval between two
adjacent triggered “events”. Within the time interval [0, 400],
“events” were triggered 108 times and the average triggering
interval is 3.7 sampling instants, which verifies a 73% saving
in transmission resource. Fig. 6 shows that compared to
the triggering scheme based on the fixed sampling period,
the proposed flexible triggering mechanism can significantly
reduce the numbers of information transmission.

The influence brought by the selection of triggering para-
meters on the convergence rate of the tracking error is studied
in Fig. 7. The results declare that the several curves almost
coincide around 0 curve, which indicates that the selection of
triggering parameters does not significantly affect the conver-
gence performance.

Furthermore, the effectiveness of the compensation algo-
rithm is verified in Fig. 8. By calculating the values of
the criterion function, the criterions under the compensation
scheme are IAE = 26.79 and ISE = 5.36. More specifi-
cally, it is seen that the initial method performs no tracking
capability during the attack intervals, leaving the system
output unchanged. By contrast, the compensation method can
still track the desired trajectory by taking advantage of the
estimation abilities.
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Fig. 8. Comparison of tracking errors between two control schemes.

Fig. 9. LFC structure of multi-area power systems.

B. LFC for Three-Area Power System

To further verify the validity of the proposed methods and
also explore the impact of DoS attacks and event-triggered
mechanism on the system, the LFC example for three-area
power system is studied. The main objective is to establish
a control scheme can guarantee the convergence of the area
control error. The structure of LFC is shown in Fig. 9 and
the definitions of the signals can refer to the TABLE I in [44].
For the sampling period T , the discrete-time form of the i − th
power system is as	

xi (k + 1) = Gi xi (k) + Hiu (k) + Wiωi (k)

yi (k) = Ci xi (k)

where xi (k) = �
� fi �Ptie-i �Pmi �Pgi

�T
, yi (k) =

ACEi , u (k) denote the system state, the output and the control

input respectively, and ωT
i (k) =

�
�Pdi

N�
i=1, j �=i

Ti j � f j

�
can

be viewed as an external disturbance. In addition, the meanings
of Gi , Hi , Wi , Ci and the system parameters can be found
in [44], which are omitted here for space saving.

The operation time is 60s and sampling period T = 0.005.
The parameters of the MFAC are the same and selected as
η = 0.4, μ = 1.4, ρ = 2.7 and λ = 2.5. The initial state
of the system is 0 and φ̂ (1 : 3, 1 : 2) = 0.1. The triggering
parameter is γ = 0.7 and the attack function h̄ (0, k) is

h̄ (0, k) = − 4
�

k −
�

2k + k2
��

−
�

2k + 5
√

k
�

The simulation results are shown in Figs. 10-14. Figs. 10-11
plot the response curves of � f and �Ptie under the DoS
attacks. Gray areas in the figures represent the attack intervals.
It is shown that although the data transmission is blocked, the

Fig. 10. Frequency response � f of power system.

Fig. 11. Tie line power deviation response �Ptie of power system.

proposed data-driven control scheme can guarantee that the
curves converge to near 0.

Employing areas 1-2 as examples, Figs. 12-13 show the trig-
gering instants and intervals during transmission. For the time-
based mechanism, the triggering interval is 1. Accordingly,
the number of “events” under the event-triggered mechanism
is 4107, 6937, 8620 in a total of 12000 sampling instants,
respectively. The average triggering interval is 2.92, 1.73 and
1.39 respectively. Furthermore, from the point view of data
transmission, the proposed event-triggered mechanism saves
65.77%, 42.19%, 28.17% bandwidth resources respectively.
These results have proved that the proposed event-triggered
mechanism performs well in reducing the unnecessary
transmission.

In addition, the effectiveness of the compensation scheme
is verified in Fig. 14. It is seen that the curve of � f can
converge to 0 under different control schemes. Nevertheless,
it is observed that compared with the curve under the com-
pensation scheme, the original control scheme achieves a
slower convergence rate and a larger static tracking error. This
illustrates that the compensation design is effective in dealing
with the DoS attacks.

All the simulation results in Figs. 4-8 and Figs. 10-14
have shown that the proposed event-triggered MFAC can
effectively handle the adverse effects of external attacks in
the transmission channels. Furthermore, the event-triggered
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Fig. 12. Triggering instants and the interval for area 1.

Fig. 13. Triggering instants and the interval for area 2.

Fig. 14. Comparison of � f under different control schemes.

strategy can improve the utilization rate of the system band-
width while maintaining the system performance.

VI. CONCLUSION

The event-triggered data-driven MFAC is designed for non-
linear systems under DoS attacks in the paper. Considering
the security of CPSs, an intermittent attack sequence is for-
mulated, which is only constrained by their frequency and
duration. To save energy consumption, an event-triggered
communication scheme was constructed without decreasing
the stability performance. Furthermore, to counteract the neg-
ative influence of malicious attacks on system, the estimated
output is applied to replace the actual value within the attack

intervals. The analysis and illustrative examples have proved
the effectiveness of the proposed algorithms.
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