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Event-Triggered Fully Distributed Bipartite
Containment Control for Multi-Agent Systems
Under DoS Attacks and External Disturbances

Yanjun Zhao , Haibin Sun , Member, IEEE, Jun Yang , Fellow, IEEE, Linlin Hou ,
and Dong Yang , Member, IEEE

Abstract— This study investigates bipartite containment con-
trol algorithm for multi-agent systems which are vulnerable
to DoS attacks and external disturbances. Disturbances are
generated via a series of exogenous nonlinear systems with a
one-sided Lipschitz condition. To estimate unknown system states
and external disturbances, a set of decentralized state observers
and disturbance observers is proposed. Then a fully distributed
control protocol is adopted to avoid the utilization of global
information. An attack compensator is introduced to mitigate
the adverse impacts of DoS attacks. Furthermore, Zeno-free
dynamic event-triggered mechanisms that do not require contin-
uous communication between neighboring agents are presented
to conserve limited communication resources. In the end, satellite
flight systems are introduced to illustrate the feasibility of the
designed control scheme.

Index Terms— Bipartite containment, fully distributed, multi-
agent systems, DoS attacks, external disturbances.

I. INTRODUCTION

COLLABORATIVE control research of multi-agent sys-
tems (MASs) such as spacecraft formation flight [1] and

smart grids [2], has received widespread interest recently.
In the domain of cooperative control for MASs, containment
control has attracted significant attention when multiple lead-
ers are involved, such as cooperative transportation, hazardous
material handling and fire rescue. In this framework, agents are
categorized into followers and leaders, with the trajectories of
the followers are contained within a convex hull consisting
of multiple leaders [3]. For example, a group of autonomous
vehicles is divided into two parts when performing a task, a

Received 13 October 2024; revised 18 December 2024 and 13 January
2025; accepted 21 January 2025. This work was supported in part by the
National Key Research and Development Program of China under Grant
2023YFB4706800; in part by the National Natural Science Foundation of
China under Grant 62173205, Grant 62273254, and Grant 62273199; in part
by Taishan Scholar Project of Shandong Province under Grant tsqn202306181,
Grant tsqn202306191, and Grant tsqn202211132; and in part by the Natural
Science Foundation of Shandong Province under Grant ZR2023MF049 and
Grant ZR2024MF078. This article was recommended by Associate Editor
Y. Tang. (Corresponding author: Haibin Sun.)

Yanjun Zhao, Haibin Sun, and Dong Yang are with the School of
Engineering, Qufu Normal University, Rizhao, Shandong 276826,
China (e-mail: 1215954259@qq.com; seusunhaibin@gmail.com;
yangdong850901@126.com).

Jun Yang is with the Department of Aeronautical and Automotive Engi-
neering, Loughborough University, LE11 3TU Loughborough, U.K. (e-mail:
j.yang3@lboro.ac.uk).

Linlin Hou is with the School of Information Science and Engineer-
ing, Qufu Normal University, Rizhao, Shandong 276826, China (e-mail:
houtingting8706@126.com).

Digital Object Identifier 10.1109/TCSI.2025.3534241

part of autonomous vehicles (designated as leaders) equipped
with necessary sensors to detect the hazardous obstacles and
guide the another part of vehicles (designated as followers)
from one target to another safely, by ensuring that the fol-
lowers execute the primary task within the scope established
by leaders. Distributed controllers were designed in [4], [5],
and [6] to achieve containment control goals.

The aforementioned results mainly discussed the networks
with non-negative weights, implying that the interactions
between agents are only cooperative. By contrast, signed
networks produce more complex dynamic characters than
traditional networks by introducing competition interactions,
such as bipartite consensus [7], [8], leader-following bipartite
consensus [9], [10], and bipartite containment [11], [12], [13],
[14], due to which they have several potential applications in
many practical systems, e.g., unmanned aerial vehicles and
economic systems. For instance, a cooperative/antagonistic
interaction can represent to reflect a friend/foe, or trust/distrust
relationship between nodes in social networks. Inspired by
these facts, research on bipartite containment control problem
in MASs holds significant theoretical and practical value.

Notably, the control schemes discussed in aforementioned
studies need some global information, for example communi-
cation network structure. However, global information may not
be available for practical situations. Correspondingly, a fully
distributed control scheme is valued without any global infor-
mation. Various fully distributed control protocols have been
proposed. Fully distributed control strategies were proposed
in the absence of the leader to achieve consensus in [15],
[16], [17], and [18]. For a single leader, a fully distributed
controller was designed in [19] to achieve both leaderless and
leader-following consensus. Considering MASs with multiple
leaders, fully distributed protocols were constructed to realize
containment control [20] and bipartite containment control
[21], [22].

These findings were obtained in a perfect network environ-
ment. However, the network topology of MASs is vulnerable
and easily influenced by various network attacks, for instance,
false data injection attacks (FDIAs) [23], [24] and denial-of-
service (DoS) attacks [25], [26], [27], which may degrade
the system performance. In particular, DoS attacks hinder the
transmission of information between agents and are easy to
launch by adversaries, which prevents the timely updating of
control inputs, thereby affecting the system stability. Thus, the
secure control problem for MASs under DoS attacks is sig-
nificant and has become a focus problem [28], [29]. Notably,
few studies have focused on achieving bipartite containment
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under fully distributed controllers for MASs with DoS attacks,
which is the research motivation for this paper.

Another challenge is that the network communication band-
width is limited in MASs. Traditional time-triggered mecha-
nisms inevitably produce redundant data, which leads to net-
work congestion. To overcome this difficulty, event-triggered
mechanisms (ETMs) were proposed to save resources [30],
[31]. Therefore, many results have been obtained for MASs
through ETMs [32], [33]. In particular, when MASs are
subjected to DoS attacks, some secure consensus protocols
were developed via ETMs [34], [35], [36].

Nevertheless, measuring the all system states in practi-
cal scenarios is often difficult (unattainable or too costly)
[37]. Consequently, observer-based control is considered, e.g.,
reduced-order observer-based bipartite tracking control for
MASs discussed in [38] and the fuzzy observer-based bipartite
containment control problem for MASs explored in [39].
Moreover, these systems are inevitably affected by external
disturbances, which may influence the control performance of
closed-loop systems. The adverse effects typically manifest
as reduced system stability, increased control errors, slower
response speed, and diminished control accuracy. Owing to the
requirement for high performance and precision, disturbance
compensation control methods have gained widespread accep-
tance. For instance, consensus and bipartite average tracking
problem in MASs with bounded external disturbances was
integrated in [40] and [41], the problem of bipartite consensus
of nonlinear MASs based on a disturbance observer was
addressed in [42], finite-time leader-following consensus in
MASs subjected to external disturbances was investigated
in [43] and an observer-based composite anti-disturbance
controller was constructed for MASs in [44]. However, MASs
are susceptible to disturbance from physical layer and cyber
attacks from cyber layer simultaneously. Hence it is necessary
to developed control scheme to guarantee that MASs have
good anti-disturbance and anti-attack performance.

For a class of MASs impacted by DoS attacks and external
disturbances, this paper designs a fully distributed controller
based on dynamic ETMs to achieve bipartite containment.
An attack compensator is introduced to mitigate the effects of
DoS attacks. Additionally, the observers are given to estimate
the system states and external disturbances. Notably, when
both DoS attacks and disturbances coexist, it is difficult to
design a appropriate controller to realize anti-disturbance and
anti-attack performance simultaneously, thus how to reduce
the influence of DoS attacks and disturbances is a challenge
addressed in this paper. Furthermore, how to design fully
distributed control schemes including controller and ETMs to
avoid using global information of the topology structure is
other challenge of this paper. The primary contributions of
this paper are as follows:

• An adaptive law with a projection operator is presented
to design a fully distributed bipartite containment control
protocol. Unlike existing results that employ the Lapla-
cian matrix of topology structure [11], [12], [13], [14],
our control method avoids the use of global information.
In addition, it differs from previous fruits that do not refer
to DoS attacks [21], [22], and our proposed protocol still
works well in existing DoS attacks.

• A decentralized state observer is presented to estimate
the unknown followers’ states. According to whether DoS
attacks exists, two ETMs are constructed for unreliable

communication network. When DoS attacks occur during
the sleep period, an ETM is designed based on the
neighbors’ estimation states; otherwise, the neighbors’
estimation states will not be used. An attack compensator
is constructed to reconstruct the neighbors’ states. Subse-
quently, another ETM is proposed based on the states of
the compensator. In comparison to existing studies with
DoS attacks for MASs [34], no global information is
introduced in the triggering function. Further, a dynamic
variable is included to reduce the triggering frequency.

• In contrast to the existing anti-disturbance control scheme
for MASs [40], [41], [42], [43], [44], this paper gives a
set of novel exogenous systems to describe disturbance
signals, where the dynamic system and output equation
are simultaneously subjected to nonlinear functions satis-
fying a one-sided Lipschitz condition. This can be used
to model wider disturbances. To eliminate the impact of
external disturbances, a disturbance observer is designed
using output information, and a disturbance estimation
value is incorporated into the distributed containment
control scheme to improve anti-disturbance performance.

Notations: 1p = [1, · · · , 1]
T

∈ Rp is a p × 1-dimension
column vector. IM ∈ RM×M is an M × M-dimension identity
matrix. |aih | = sgn(aih)aih with sgn(·) is a sign function.
A > 0 represents that A is a positive definite matrix. ⊗ is the
Kronecker product.

II. PRELIMINARIES AND PROBLEM FORMULATION

A. Preliminaries
1) Graph Theory: Graph G = (V, E,A) denotes the com-

munication topology between agents, where V is the vertex
set, E is the edge set, A = (aih) ∈ RM×M is the adjacency
matrix. The undirected graph indicates that information can
be transferred between two agents, namely i ↔ h. If h → i ,
agent h is referred to as a neighbor of agent i , and the neighbor
set of agent i is expressed as Ni = {h|(h, i) ∈ E}. This
paper assumes that there is no closed loop, i.e. ai i = 0.
The Laplacian matrix corresponding to graph G is denoted
as L = C − A, where C is a diagonal matrix with elements∑

h∈Ni
|aih |. Moreover, this paper supposes that the graph

G is structurally balanced, that is, there exist a bipartition
{V(1),V(2)

} of V such that V(1)
∨V(2)

= V and V(1)
∧V(2)

= ∅,
with the following relationship: aih ≥ 0, i, h ∈ V(ȷ) and
aih ≤ 0, i ∈ V(ȷ), j ∈ V(3−ȷ), ȷ ∈ {1, 2}.

Assumption 1 [20]: Each follower receives information from
at least one leader, while the leaders have no neighbors.

2) DoS Attacks Model: Usually, attackers with limited
energy select to lunch intermittent DoS attacks on the com-
munication network of the system, and they will terminate
attacks at intervals and keep sleeping to conserve energy for
subsequent DoS attacks. The nth DoS attack activate interval
is defined as

[
T on

n , T off
n
)
, and the nth DoS attack sleep interval

is defined as
[
T off

n−1, T on
n
)
. The total activate duration of DoS

attacks within the interval [0, t] is expressed as �a(0, t) ={⋃
n∈N

[
T on

n , T off
n
)}⋂

[0, t], and the total sleeping duration is
�s(0, t) = [0, t]\�a(0, t).

The acknowledgment (ACK) character technique is
employed to judge whether the data is transmitted correctly or
not in [25], in which the ACK signal is prioritized highest and
its transmission delay can be ignored. Specifically, an ACK
signal of δ(AC K ) = 0 indicates the absence of DoS attacks
and successful communication with the agents. Conversely,
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δ(AC K ) = 1 represents a communication disruption caused
by DoS attacks. Hence, the ACK signal can be used to
represent DoS attack behavior, that is:

δ(AC K ) =

{
0, no DoS attacks;
1, under DoS attacks.

(1)

Assumption 2 [45]: For the total activate duration |�a(0, t)|
of DoS attacks in [0, t], suppose

|�a(0, t)| ≤ �0 +
t
τa

, (2)

where τa > 1, �0 > 0 is a constant.
Remark 1: Considering the attack energy restricted and

self-repairing capability of systems, Assumption 2 is rea-
sonable in practice, which indicates that the total activation
duration of DoS attacks is limited.

B. Problem Formulation
Consider a linear MAS comprising M followers and N − M

leaders, which the followers are labeled as 1, 2, · · · , M , and
the leaders are labeled as M +1, M +2, · · · , N . The dynamic
of the i th follower is:

ẋi (t) = Axi (t) + B[ui (t) + di (t)],
yi (t) = Cxi (t), i = 1, · · · , M, (3)

where xi (t) ∈ Rn , ui (t) ∈ Rm , and yi (t) ∈ Rp are the state,
control input, and output of agent i , respectively, A, B, C are
constant matrices with appropriate dimensions, di (t) ∈ Rm is
an external disturbance with the following dynamic:

ω̇i (t) = Wωi (t) + F1 f01 (ωi (t)) ,

di (t) = V ωi (t) + F2 f02 (ωi (t)) , i = 1, · · · , M, (4)
where ωi (t) ∈ Rq is the unknown state vector, f01 (ωi (t))
and f02 (ωi (t)) are nonlinear functions with known structure
and satisfy the one-sided Lipschitz condition. W, V, F1, F2 are
constant matrices.

Remark 2: The nonlinear exogenous systems (4) can be
used to describe a broader range of disturbances. For example,
it reduces to a linear exogenous system when f01 (ωi (t)) =

f02 (ωi (t)) = 0, as illustrated in Fig. 1(a). Furthermore,
various nonlinear functions are presented to generate many
types of disturbance signals, as depicted in Fig. 1(b), (c)
and (d). Especially, if a nonlinearity is Lipschitz, it satisfies the
one-sided Lipschitz condition, but the reverse is not necessarily
true.

The dynamic of l th leader is:
ẋl(t) = Axl(t),
yl(t) = Cxl(t), l = M + 1, · · · , N , (5)

where xl(t) ∈ Rn and yl(t) ∈ Rp are the state and output of
the leader l, respectively.

Graph Ĝ = (V̂, Ê, Â) represents the communication
topology with all leaders and followers, and the following
relationships hold:

V̂ = V ∪ {M + 1, · · · , N }, Ê ⊆ V̂ × V̂,

Â =

[
0(N−M)×(N−M) 0(N−M)×M

AFL AF

]
,

where AF stands for the adjacency matrix of the leader-
less graph G, and AFL represents adjacency weight matrix
between leaders and followers. Furthermore, the Laplacian
matrix corresponding to graph Ĝ is

L̂ =

[
0(N−M)×(N−M) 0(N−M)×M
L2 L1

]
,

Fig. 1. Curves of di (t).

where L2 = −AFL ∈ RM×M , and L1 = LF +

5FL ∈ RM×(N−M) represents the interaction between
leaders and followers, with 5FL ∈ RM×(N−M)

=

diag{
∑M

h=1 |a1h |, · · · ,
∑M

h=1 |aMh |}.
Lemma 1 ([12]): Based on Assumption 1, SL1S is an

M-matrix with S = diag{s1, s2, · · · , sM } and si = ±1.
Additionally, the sum of each row of −SL−1

1 SL2 is one.
Assumption 3 [46]: f (·) satisfies one-sided Lipschitz and

quadratic inner-bounded conditions, that is,〈
f (xµ1) − f

(
xµ2

)
, xµ1 − xµ2

〉
≤ γ1

∥∥xµ1 − xµ2
∥∥2

,(
f (xµ1) − f (xµ2)

)T ( f (xµ1) − f (xµ2)
)

≤ γ2
∥∥xµ1 − xµ2

∥∥2

+ γ3
〈
f (xµ1) − f

(
xµ2

)
, xµ1 − xµ2

〉
(6)

with γ1, γ2, γ3 are scalars, and xµ1, xµ2 ∈ Rn .
Lemma 2 ([9]): For x ∈ Ro1 , y ∈ Ro2 and a constant

matrix U1 ∈ Ro1×o2 . There is a scalar ρ > 0 and a matrix
U2 > 0 ∈ Ro2×o2 , the following inequality holds:

2 xT U1 y ≤ ρxT U1U2U T
1 x + ρ−1 yT U−1

2 y.

Definition 1 ([20]): For any initial state xi (0), the sys-
tems (2)-(4) achieve bipartite containment if the bipartite
containment error e(t) = xF (t) +

(
L−1

1 SL2 ⊗ IN−M

)
xL(t)

remains uniformly bounded. Specifically, e(t) satisfies
{e(t)| ∥e(t)∥ ≤ ℵ},

where ℵ is a positive constant.
The primary aim of this study is to develop a fully dis-

tributed controller with dynamic ETMs to achieve bipartite
containment of MASs affected by DoS attacks and external
disturbances. Fig. 2 exhibits the structure of MASs with DoS
attacks and external disturbances.

III. MAIN RESULTS

A. Observer and Controller Design
A decentralized state observer is proposed for estimating

the system states:
˙̂xi (t) = Ax̂i (t) + B

[
ui (t) + d̂i (t)

]
+ K1(yi (t) − ŷi (t)),

ŷi (t) = Cx̂i (t), i = 1, · · · , M, (7)
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Fig. 2. The diagram of MASs under DoS attacks and external disturbances.

where x̂i (t) ∈ Rn, ŷi (t) ∈ Rp are the estimated values of
state xi (t) and output yi (t), respectively, K1 ∈ Rn×p is a state
observer gain matrix.

A disturbance observer is designed to estimate the unknown
disturbances as follows:

˙̂ωi (t) = W ω̂i (t) + F1 f01
(
ω̂i (t)

)
+ K2(yi (t) − ŷi (t)),

d̂i (t) = V ω̂i (t) + F2 f02
(
ω̂i (t)

)
, i = 1, · · · , M, (8)

where ω̂i (t) ∈ Rq , d̂i (t) ∈ Rm are estimated states of the
exogenous system, respectively, K2 ∈ Rq×p is a disturbance
observer gain matrix.

Remark 3: The decentralized state observer and the distur-
bance observer are constructed in (7) and (8) based on the
output information of the MASs. The basic idea is derived
from the design of the extended state observer, which is then
adapted to develop two observers for estimating unknown
states and external disturbances.

Define the state estimation error and disturbance estimation
error as exi (t) = xi (t) − x̂i (t) and eωi (t) = ωi (t) − ω̂i (t),
respectively. Suppose the leaders’ reference signal can be
available, i.e., x̂l(t) = xl(t), then the dynamic of ex (t) is

ėx (t) = [IM ⊗ (A − K1C)] ex (t) + (Iq ⊗ BV )eω(t)
+ (IM ⊗ B F2)

[
f02(ω(t)) − f02(ω̂(t))

]
, (9)

where ex (t) =
[
eT

x1
(t), eT

x2
(t), · · · , eT

xM
(t)
]T

, f02(ω(t)) =[
f02(ω1(t)), · · · , f02(ωq(t))

]T and f02(ω̂(t)) =
[

f02(ω̂1(t)),
· · · , f02(ω̂q(t))

]T .
The dynamic of the disturbance estimate error is given by:

ėω(t) = (Iq ⊗ W )eω(t) − (IM ⊗ K2C)ex (t)
+ (Iq ⊗ F1)

[
f01(ω(t)) − f01(ω̂(t))

]
, (10)

where eω(t) =

[
eT
ω1

(t), eT
ω2

(t), · · · , eT
ωq

(t)
]T

, f01(ω(t)) =[
f01(ω1(t)), · · · , f01(ωq(t))

]T and f01(ω̂(t)) =
[

f01(ω̂1(t)),
· · · , f01(ω̂q(t))

]T .
Denote the error vector as ēi (t) =

[
exi (t), eωi (t)

]T . The
dynamic of ēi (t) is

˙̄ei (t) =
(

Ā − K̄ C̄
)

ēi (t) + F̄φi (t), i = 1, · · · , M (11)

with Ā =

[
A BV
0 W

]
, K̄ =

[
K1
K2

]
, C̄ =

[
C 0

]
, F̄ =[

0 B F2
F1 0

]
, φi (t) =

[
f01(ω(t)) − f01(ω̂(t))
f02(ω(t)) − f02(ω̂(t))

]
, which can be

simplified as
˙̄e(t) =

(
IM+q ⊗ ( Ā − K̄ C̄)

)
ē(t) +

(
IM+q ⊗ F̄

)
φ(t) (12)

with ē(t) =
[
ēT

1 (t), ēT
2 (t), · · · , ēT

M (t)
]T .

When δ(AC K ) = 0 (i.e., no DoS attacks exist), the fully
distributed control for i th follower is constructed as follows:

ui (t) = −d̂i (t) + α1i (t)K3ε̂i (t i
k), i = 1, · · · , M,

α̇1i (t) = Proj[α1i ,α1i ] {α1i (t)}

=


0, if α1i (t) = α1i and 81i > 0;

or α1i (t) = α1i and 81i < 0;
κi81i , otherwise,

(13)

where κi > 0, ∂i is a positive constant, K3, 0
are controller gain matrices, and 81i = −∂iα1i (t) +

ε̂T
i (t i

k)0ε̂i (t i
k), ε̂i (t) =

∑M
h=1 aih

(
x̂i (t) − sgn(aih)x̂h(t)

)
+∑N

l=M+1 ail
(
x̂i (t) − sgn(ail)xl(t)

)
. The Proj{∗} represents

the projection operator [47]. To prevent excessive adaptive
parameter, the projection operator is employed to constrain
the adaptive parameter within a certain range, and this paper
uses projection operation to project α1i (t) to the scope of
[α1(t), α1(t)]. Specifically, when α1i (t) continues and reaches
its maximum value α1(t), its rate of change α̇1i (t) resets
to zero to prevent further growth. Similarly, when α1i (t)
decreases and reaches its minimum value α1(t), α̇1i (t) is also
reset to zero to prevent further reduction. In other cases, α1i (t)
remains confined within the range [α1(t), α1(t)] and evolves
according to the rate of change of κi81i .

The triggered instant time when δ(AC K ) = 0 is defined as
t i
k+1 = inf

{
t : g1i (t) ≥ 0, t > t i

k
}
, in which the event-triggered

function g1i (t) is

g1i (t) = σi

[
α1i (t)∥eε̂i (t)BT Q−1

2 ∥
2
− ∥ε̂i (t i

k)BT Q−1
2 ∥

2
]

− ϒ1i (t) ≥ 0 (14)

with the measurement error eε̂i (t) = ε̂i (t i
k) − ε̂i (t). ϒi (t) is

the dynamic internal variable:

ϒ̇1i (t) = σi

[
∥ε̂i (t i

k)BT Q−1
2 ∥

2
− α1i (t)∥eε̂i (t)BT Q−1

2 ∥
2
]

− ρiϒ1i (t), (15)

where ρi > 0, σi > 0, ϒ1i (0) = ϒi0 , ϒ1i0 ∈ R+.
Remark 4: Considering the existence of the dynamic vari-

ables ϒi (t) and α1i (t), the trigger threshold is dynamically
adjustable. Notably, compare to the dynamic ETM depend on
global information in [44], the introduction of the adaptive
parameter α1i (t) in this paper eliminates the reliance on any
global information, including topological structure informa-
tion. Thus, the constructed dynamic ETM will not fail with
the increase of the scale of communication topology.

The dynamics of followers and leaders can be simplified as

ẋF (t) = (IM ⊗ A) xF (t) + (91(t) ⊗ BK3)ε̂(tk) + (Iq⊗

BV )eω(t) + (Iq ⊗ B F2)[ f02(ω(t)) − f02(ω̂(t))],
˙̂xF (t) = (IM ⊗ A) x̂F (t) + (91(t) ⊗ BK3)ε̂(tk)

+ (IM ⊗ K1C)ex (t),
ẋL(t) = (IN−M ⊗ A)xL(t), (16)

where xF (t) =
[
xT

1 (t), . . . , xT
M (t)

]T
, x̂F (t) =

[
x̂T

1 (t), . . . ,
x̂T

M (t)
]T

, xL(t) =
[
xT

M+1(t), . . . , xT
N (t)

]T
, ε̂(tk) =[

ε̂T
1 (tk), · · · , ε̂T

M (tk)
]T

, 91(t) = diag {α11(t), . . . , α1M (t)}.

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination. 

Authorized licensed use limited to: STAATS U UNIBIBL BREMEN. Downloaded on March 16,2025 at 11:30:45 UTC from IEEE Xplore.  Restrictions apply. 

sepideh



ZHAO et al.: EVENT-TRIGGERED FULLY DISTRIBUTED BIPARTITE CONTAINMENT CONTROL FOR MASs 5

When δ(AC K ) = 1 (i.e., DoS attacks exist), the dynamic
equation e(t) is

ė(t) = (IM ⊗ A) e(t) + (91(t) ⊗ BK3)ε̂(tk) + (Iq ⊗ BV )

× eω(t) + (Iq ⊗ B F2)[ f02(ω(t)) − f02(ω̂(t))]. (17)

To reduce the influences of DoS attacks, a controller with
an attack compensator when δ(AC K ) = 1 is proposed:

ui (t) = −d̂i (t) + α2i (t)K3ε̃i (t i
k), i = 1, · · · , M,

α̇2i (t) = Proj[α2i ,α2i ] {α2i (t)}

=


0, if α2i (t) = α2i , 82i > 0

or α2i (t) = α2i , 82i < 0;

κi82i , otherwise ;

(18)

where 82i = −∂iα2i (t) + ε̃T
i (t i

k)0ε̃i (t i
k), and ε̃i (t) =∑M

h=1 aih
(
x̂i (t) − sgn(aih)x̃h(t)

)
+
∑N

l=M+1 ail
(
x̂i (t)−

sgn(ail)x̃l(t)), which is formulated based on the reconstructed
neighbor information by attack compensators.

The attack compensator is devised as follows:
˙̃xh(t) = Ax̃h(t), t ∈

[
T on

n , T off
n

)
x̃h(t) = x̂h

(
t−
)
, t = T on

n , h = 1, · · · , M,

˙̃xl(t) = Ax̃l(t), t ∈

[
T on

n , T off
n

)
x̃l(t) = xl

(
t−
)
, t = T on

n , l = M + 1, · · · , N .

(19)

Remark 5: The introduction of the ACK technology facili-
tates the detection of whether DoS attacks are occurring based
on the reception of the ACK signal. Upon receiving error-
free data, the controller provides a correct ACK signal (i.e.,
δ(AC K ) = 0), indicates successful transmission and readiness
for the next transmission. If a character error is detected, the
attack compensator is activated until a correct ACK is received.

Remark 6: The presence of DoS attacks aims to disrupt
communication between agents. Due to the unavailability of
neighbor information, the control inputs for each agent will
not achieve accurate real-time updates, thereby influencing
system stability [32]. To mitigate the impact of DoS attacks,
an open-loop observer is employed as an attack compensator.
The compensator is simple in construction and relies only
on the most recently received neighbor information and the
known system model. Since agent i can predict its neighbors’
states based on the attack compensator, it is reasonable to use
the estimate xh(t) and xl(t) in the combinational states ε̃i (t)
even though there is no continuous communication. The last
estimated value is retained until the network transitions from
an unreliable state to normal communication. Consequently,
the compensator is activated only during finite period when
DoS attacks occur.

Remark 7: The attack compensator primarily designed to
enable agents to determine when to sample and broadcast
the state information. The sampled state information is then
utilized to construct the combinational states ε̃i (t). The use of
the model provides estimates of the real states of neighboring
agents, At the onset of the attack T on

n , agent j ( j ∈ Ni ) trans-
mits its current state x j (T on

n ) to its neighbors. The estimate
x̃ j (t) is updated continuously during the DoS attack interval
and discretely at time instant x j (T on

n ).
Remark 8: In contrast to the compensator in [34], where

all system states are estimated, including the states of both
agents themselves and the neighboring agents, the open-loop
compensator proposed in this paper is only used to estimate
the states of the neighboring agents.

Remark 9: It should be noted that the select of parameters
can significantly affect the system performance. The larger
K1/K2, the faster x̂(t)/d̂(t) approaches x(t)/d(t), however,
an excessively large K1/K2 can lead to system unstable.
Notably, in practical system, sensors are often influenced by
various noises. If observer gains are too large, noise effects
can be amplified. In addition, as the control gain K3 in
the protocol increases, the system becomes more sensitive to
errors, resulting in faster response speeds. Nevertheless, the
excessively large control gains may lead to overshoot, thereby
degrading the overall system performance.

The triggered instant time when δ(AC K ) = 1 is defined as
t i
k+1 = inf

{
t : g2i (t) ≥ 0, t > t i

k
}
, in which the event-triggered

function g2i (t) is defined as:

g2i (t) = σi

[
α2i (t)∥eε̃i (t)BT Q−1

2 ∥
2
− ∥ε̃i (t i

k)BT Q−1
2 ∥

2
]

− ϒ2i (t) ≥ 0 (20)

with measurement error eε̃i (t) = ε̃i (t i
k) − ε̃i (t). ϒ2i (t) is the

dynamic internal variable:

ϒ̇2i (t) = σi

[
∥ε̃i (t i

k)BT Q−1
2 ∥

2
− α2i (t)∥eε̃i (t)BT Q−1

2 ∥
2
]

− ρiϒ2i , (21)
where ρi > 0, σi > 0, ϒ2i (0) = ϒ2i0 , ϒ2i0 ∈ R+.

The dynamics of followers and leaders in t ∈ [T on
n , T off

n ) is
ẋF (t) = (IM ⊗ A) xF (t) + (92(t) ⊗ BK3)ε̃(tk) + (Iq

⊗ BV )eω(t) + (Iq ⊗ B F2)
[

f02(ω(t)) − f02(ω̂(t))
]
,

˙̂xF (t) = (IM ⊗ A) x̂F (t) + (92(t) ⊗ BK3)ε̃(tk)

+ (IM ⊗ K1C)ex (t),

ẋL(t) = (IN−M ⊗ A)xL(t) (22)

with ε̃(tk) =
[
ε̃T

1 (tk), · · · , ε̃T
M (tk)

]T
, 92(t) =

diag {α21(t), . . . , α2M (t)}.
The dynamic equation e(t) can be obtained:

ė(t) = (IM ⊗ A) e(t) + (92(t) ⊗ BK3)ε̃(tk) + (Iq ⊗ BV )

eω(t) + (Iq ⊗ B F2)
[

f02(ω(t)) − f02(ω̂(t))
]
. (23)

Remark 10: According to the dynamic event-triggered con-
ditions (14), it can be calculated that:

σi

[
α1i (t)∥eε̂i (t)BT Q−1

2 ∥
2
− ∥ε̂i (t i

k)BT Q−1
2 ∥

2
]

< ϒ1i (t),

then, we get
ϒ̇1i (t) > −(ρi + 1)ϒ1i (t). (24)

By combining with comparison lemma, we can deduce that
ϒ1i (t) > 0, t > 0. Similarly, ϒ2i (t) > 0, t > 0.

Remark 11: Compare with (14), the corresponding static
event-triggered time instant t i,s

k+1 is defined as t i,s
k+1 = inf{t >

t i,s
k : ∥ε̂i (t i

k)BT Q−1
2 ∥

2
− α1i (t)∥eε̂i (t)BT Q−1

2 ∥
2 < 0}. The

inequality t i,s
k+1 ≤ t i,d

k+1 indicates that the next event-triggered
time under the dynamic manner is larger than that in
the static one, which can be analyzed by contradiction.
Supposed that t i,s

k+1 > t i,d
k+1. By the definition of t i,s

k+1,
we have ∥ε̂i (t

i,d
k+1)BT Q−1

2 ∥
2

− α1i (t)∥eε̂i (t)BT Q−1
2 ∥

2
≥ 0.

When t i,s
k+1 > 0, according to (14) and Remark 8, we

obtain σi

[
∥ε̂i (t

i,d
k+1)BT Q−1

2 ∥
2
− α1i (t)∥eε̂i (t)BT Q−1

2 ∥
2
]

≤

σi

[
∥ε̂i (t

i,d
k+1)BT Q−1

2 ∥
2

− α1i (t)∥eε̂i (t)BT Q−1
2 ∥

2
]

+ ϒ1i (t)
< 0, which is contradicts with the previous inequality. Hence,
we draw the conclusion t i,s

k+1 ≤ t i,d
k+1. A similar analysis can be
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performed for event-triggered conditions (20). Consequently,
the number of triggers in the dynamic ETM is less than in the
static framework, which can further conserving communica-
tion resources.

Remark 12: The variation of dynamic variables can be
regulated using coefficients ρi and σi . Larger values of ρi and
σi result in more frequent triggering events, which improve
system performance but increase the communication burden.
Conversely, smaller ρi and σi reduce the communication
burden at the cost of system performance. Consequently, it is
important to balance the relationship between communication
burden and system performance.

Remark 13: The event-triggered mechanism activates sam-
pling and control updates only when the triggering conditions
are met, effectively reducing unnecessary data transmission
and computation. However, the event-driven conditions rely
on continuous-time supervision, which can increase the com-
putational complexity, particularly in embedded or networked
control systems, leading to additional processing overhead.
Nevertheless, this overhead is often relatively small compared
to the resource demands of communication, as energy con-
sumption and bandwidth requirements for data transmission
are more critical in many networked systems. Therefore,
research has primarily focused on strategies to regulate the
frequency of controller updates.

Remark 14: Unlike the existing secure bipartite tracking
consensus results in [48], where the control protocol ui (t) =

0 is applied during DoS attacks, the controller proposed in
this paper still works even in the presence of such attacks and
has good robust anti-disturbance performance. Furthermore,
compared to the static ETM in [48], the introduction of a
dynamic variable in our approach further reduces the num-
ber of triggers, thereby saves communication resources more
efficiently.

B. Convergence Analysis of Estimation Errors

This part intends to discuss the convergence of estimation
errors ex (t) and ew(t) under the designed state observer and
disturbance observer.

Theorem 1: Consider the MASs (3)-(5) subjected to DoS
attacks and external disturbances. For any constant π̌ , if there
is a matrix Q1 > 0 such that

Q1( Ā − K̄ C̄) + ( Ā − K̄ C̄)T Q1 +
1
ϱ1

Q1 F̄ F̄T Q1

+ π̌

(
0 0
0 Iq

)
+ Q1 < 0. (25)

Then, the state estimation errors ex (t) and disturbance estimate
errors eω(t) tend to zero under the observers (7)-(8).

Proof: Choose Lyapunov function as V1(t) =

ēT (t) (L1 ⊗ Q1) ē(t). Calculating the derivative of V1(t)
along the trajectories of (12) derives

V̇1(t) = ēT (t)
(

L1 ⊗

(
Q1( Ā − K̄ C̄) + ( Ā − K̄ C̄)T Q1

))
ē(t)

+ 2ēT (t)
(
L1 ⊗ Q1 F̄

)
φ(t). (26)

According to Lemma 2, one yields

2ēT (t)
(
L1 ⊗ Q1 F̄

)
φ(t) ≤

1
ϱ1

ēT (t)
(

L1 ⊗ Q1 F̄ F̄T Q1

)
ē(t)

+ ϱ1λmax(L1)φ
T (t)φ(t). (27)

By using Assumption 3, it can be obtained[
f01(ω(t)) − f01(ω̂(t))

]T [ f01(ω(t)) − f01(ω̂(t))
]

≤ π1∥ω(t)
− ω̂(t)∥2

+ π2⟨ f01(ω(t)) − f01(ω̂(t)), ω(t) − ω̂(t)⟩,
⟨ f01(ω(t)) − f01(ω̂(t)), ω(t) − ω̂(t)⟩ ≤ π3∥ω(t) − ω̂(t)∥2,[

f02(ω(t)) − f02(ω̂(t))
]T [ f02(ω(t)) − f02(ω̂(t))

]
≤ (π4 + π5π6) ∥ω(t) − ω̂(t)∥2. (28)

Further, one has[ [
f01(ω(t)) − f01(ω̂(t))

]T [
f02(ω(t)) − f02(ω̂(t))

]T
]

×

[
f01(ω(t)) − f01(ω̂(t))
f02(ω(t)) − f02(ω̂(t))

]
ϱ1λmax(L1)

≤ π̌ ēT (t)
(

L1 ⊗

(
0 0
0 Iq

))
ē(t) (29)

with π̌ =
ϱ1λmax(L1)
λmin(L1)

(π1 + π2π3 + π4 + π5π6). According to
the above analysis, one can get

2ēT (t)
(
L1 ⊗ Q1 F̄

)
φ(t) ≤

1
ϱ1

ēT (t)
(

L1 ⊗ Q1 F̄ F̄T Q1

)
ē(t)

+ π̌ ēT (t)
(

L1 ⊗

(
0 0
0 Iq

))
ē(t).

(30)
By combining (27)-(30) with (26), one has

V̇1(t) ≤ ēT (t)
(

L1 ⊗

(
Q1( Ā − K̄ C̄) + ( Ā − K̄ C̄)T Q1

))
ē(t)

+
1
ϱ1

ēT (t)
(

L1 ⊗ Q1 F̄ F̄T Q1

)
ē(t)

+ π̌ ēT (t)
(

L1 ⊗

(
0 0
0 Iq

))
ē(t). (31)

By combining with condition (25), it follows that

V̇1(t) < −λmax(Q1)ēT (t) (L1 ⊗ IM ) ē(t). (32)

Since L1 is a positive definite matrix, then V̇1(t) < 0. That is,
ē(t) → 0 along with t → ∞. Therefore, the state estimation
errors ex (t) and disturbance estimate errors eω(t) converge
to zero along with t → ∞, which demonstrates that the
observers (7)-(8) can estimate both the system and external
disturbances accurately. The proof is complete. ■

Remark 15: For the nonlinear term fµ1(ω(t))− fµ2(ω̂(t)),
the following inequality holds under the one-sided Lipschitz
condition:

⟨ fµ1(ω(t)) − fµ2(ω̂(t)), ω(t) − ω̂(t)⟩ ≤ γ ∥ω(t) − ω̂(t)∥2,

where γ is scalar. The one-sided Lipschitz condition is less
conservative because the one-sided Lipschitz constant γ can
take positive, zero, or even negative value, as compared to the
positive constant in the corresponding Lipschitz condition.

C. Bipartite Containment Consensus Criterions
In this part, bipartite containment control criteria of the

MAS (3)-(5) under the dynamic event-triggered strategy and
attack compensator are established.

Theorem 2: The MASs (3)-(5) under DoS attacks and exter-
nal disturbances can achieve bipartite containment control
under the observers (7)-(8) and event-triggered-based con-
trollers (13) and (18), if there is a matrix Q2 > 0 satisfying

Q−1
2 A + AT Q−1

2 − η1 Q−1
2 B BT Q−1

2 +
1
ι3

Q−1
2 BV V T BT Q−1

2

+
1
ς

Q−1
2 B F2 FT

2 BT Q−1
2 + θ1 Q−1

2 < 0, (33)
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Q−1
2 A + AT Q−1

2 +
ᾱ2

ι4
Q−1

2 B BT Q−1
2 +

1
ι3

Q−1
2 BV V T BT Q−1

2

+
1
ς

Q−1
2 B F2 FT

2 BT Q−1
2 − θ̂1 Q−1

2 < 0, (34)

ζ̃1 + ζ̃2

ζ̃1
− τa < 0, (35)

where θ1, θ̂1, η1, ι3, ι4, ς are all positive constants, the feed-
back gain matrices are chosen as K3 = −BT Q−1

2 and 0 =

Q−1
2 B BT Q−1

2 . Moreover, the adaptive parameters α1i (t) and
α2i (t) are bounded.

Proof: If δ(AC K ) = 0, i.e., t ∈
[
T off

n−1, T on
n ), take

Lyapunov function as V2(t) = eT (t)
(

L1 ⊗ Q−1
2

)
e(t) +∑M

i=1 (1/κi ) (α1i (t)− ϑ)2
+
∑M

i=1 ϒ1i (t) with ϑ > 0 to be
given later.

Notably, there are two cases for α̇1i (t): when α1i (t) =

α1i and 81i > 0 or α1i (t) = α1i and 81i < 0, we
get

∑M
i=1 (1/κi ) (α1i (t) − ϑ) α̇1i (t) = 0. In all other cases,∑M

i=1 (1/κi ) (α1i (t) − ϑ) α̇1i (t) ̸= 0. Furthermore, only the
latter case will be analysed, as it encompasses the former.

By taking the derivation of V2(t), one derive

V̇2(t) = eT (t)
(

L1 ⊗ (Q−1
2 A + AT Q−1

2 )
)

e(t) + 2eT (t)

×

(
L191(t) ⊗ Q−1

2 BK3

)
ε̂(tk) + 2eT (t) (L1

⊗Q−1
2 BV

)
eω(t) + 2eT (t)

(
L1 ⊗ Q−1

2 B F2

)
×
[

f02(ω(t)) − f02(ω̂(t))
]
+ 2

M∑
i=1

(α1i (t) − ϑ)

×

(
−∂iα1i (t) + ε̂T

i (t i
k)0ε̂i (t i

k)
)

−

M∑
i=1

ρiϒ1i (t)

+

M∑
i=1

σi

[
∥ε̂i (t i

k)BT Q−1
2 ∥

2
−α1i (t)∥eε̂i (t)BT Q−1

2 ∥
2
]
.

(36)
According to the definition of ε̂i (t), one has

ε̂(t) = (L1 ⊗ IM ) x̂F (t) + (SL2 ⊗ IN−M ) xL(t)
= (L1 ⊗ IM ) xF (t) + (SL2 ⊗ IN−M ) xL(t)

+ (L1 ⊗ IM ) x̂F (t) − (L1 ⊗ IM ) xF (t)

= (L1 ⊗ IM )
[
xF (t) +

(
L−1

1 SL2 ⊗ IN−M

)
xL(t)

]
− (L1 ⊗ IM ) ex (t) = (L1 ⊗ IM ) (e(t) − ex (t)). (37)

In light of K3 = −BT Q−1
2 , one can obtain

2 eT (t)
(

L191(t) ⊗ Q−1
2 BK3

)
ε̂(tk)

= 2ε̂T (t)
(
91(t) ⊗ Q−1

2 BK3

)
ε̂(tk)

+ 2ex (t)T
(

L191(t) ⊗ Q−1
2 BK3

)
ε̂(tk)

= 2
(
ε̂(tk) − eε̂(t)

)T
(
91(t) ⊗ Q−1

2 BK3

)
ε̂(tk)

+ 2ex (t)T
(

L191(t) ⊗ Q−1
2 BK3

)
ε̂(tk)

= −2ε̂(tk)T
(
91(t) ⊗ Q−1

2 B BT Q−1
2

)
ε̂(tk)

+ 2eε̂(t)
T
(
91(t) ⊗ Q−1

2 B BT Q−1
2

)
ε̂(tk)

− 2ex (t)T
(

L191(t) ⊗ Q−1
2 B BT Q−1

2

)
ε̂(tk). (38)

Using Young’s inequality yields

− 2eT
x (t)

(
L191(t) ⊗ Q−1

2 B BT Q−1
2

)
ε̂(tk)

≤
1
ι1

eT
x (t)

(
L191(t) ⊗ Q−1

2 B BT Q−1
2

)
ex (t)

+ ι1ε̂
T (tk)

(
L191(t) ⊗ Q−1

2 B BT Q−1
2

)
ε̂(tk),

2eε̂(t)
T
(
91(t) ⊗ Q−1

2 B BT Q−1
2

)
ε̂(tk)

≤
1
ι2

eε̂(t)
T
(
91(t) ⊗ Q−1

2 B BT Q−1
2

)
eε̂(t)

+ ι2ε̂(tk)T
(
91(t) ⊗ Q−1

2 B BT Q−1
2

)
ε̂(tk), (39)

and

2eT (t)
(

L1 ⊗ Q−1
2 BV

)
eω(t) ≤

1
ι3

eT (t)
(

L1 ⊗ Q−1
2 BV

V T BT Q−1
2

)
e(t) + ι3eT

ω (t)
(
L1 ⊗ Iq

)
eω(t),

2eT (t)
(

L1 ⊗ Q−1
2 B F2

) [
f02(ω(t)) − f02(ω̂(t))

]
≤

1
ς

eT (t)
(

L1 ⊗ Q−1
2 B F2 FT

2 BT Q−1
2

)
e(t)

+ ς(π4 + π5π6)
λmax(L1)

λmin(L1)
eT
ω (t)

(
L1 ⊗ Iq

)
eω(t). (40)

Moreover, we make the following transformation:

2
M∑

i=1

(α1i (t) − ϑ) (−∂iα1i (t)) < −

M∑
i=1

∂i

(
α2

1i (t) − 2ϑα1i (t)
)

= −

M∑
i=1

∂i (α1i (t) − ϑ)2
+

M∑
i=1

∂iϑ
2. (41)

Let 0 = Q−1
2 B BT Q−1

2 . By substituting (38)-(41) into (36),
one can deduce

V̇2(t) ≤ eT (t)
(

L1 ⊗

(
Q−1

2 A + AT Q−1
2

))
e(t) +

1
ι3

eT (t)

×

(
L1 ⊗ Q−1

2 BV V T BT Q−1
2

)
e(t) +

1
ς

eT (t)

×

(
L1 ⊗ Q−1

2 B F2 FT
2 BT Q−1

2

)
e(t) +

1
ι1

eT
x (t)

×

(
L191(t) ⊗ Q−1

2 B BT Q−1
2

)
ex (t) +

1
ι2

eT
ε̂
(t)

×

(
91(t) ⊗ Q−1

2 B BT Q−1
2

)
eε̂(t) +

M∑
i=1

∂iϑ
2

+ (ι3 + ς(π4 + π5π6)) eT
ω (t)

(
L1 ⊗ Iq

)
eω(t)

−

M∑
i=1

ρiϒ1i (t) − (2ϑ − (ι1λmax(L1) + ι2)α1)ε̂
T (tk)

×

(
IM ⊗ Q−1

2 B BT Q−1
2

)
ε̂(tk) −

M∑
i=1

∂i (α1i (t) − ϑ)2

+

M∑
i=1

σi

[
∥ε̂i (t i

k)BT Q−1
2 ∥

2
− α1i (t)∥eε̂i (t)BT Q−1

2 ∥
2
]

(42)

This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination. 

Authorized licensed use limited to: STAATS U UNIBIBL BREMEN. Downloaded on March 16,2025 at 11:30:45 UTC from IEEE Xplore.  Restrictions apply. 

sepideh



8 IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS—I: REGULAR PAPERS

with α1 = max{α11, · · · , α1M }. Moreover, let h̄1 = 2ϑ −

(ι1λmax(L1) + ι2)α1. It is not difficult to get

−
h̄1

2
ε̂T (tk)

(
IM ⊗ Q−1

2 B BT Q−1
2

)
ε̂(tk)

≤ −
h̄1

4
ε̂T (t)

(
IM ⊗ Q−1

2 B BT Q−1
2

)
ε̂(t)

+
h̄1

2
eT
ε̂
(t)
(

IM ⊗ Q−1
2 B BT Q−1

2

)
eε̂(t). (43)

Besides, one has

ε̂T (t)
(

IM ⊗ Q−1
2 B BT Q−1

2

)
ε̂(t) ≤ 2eT (t)

(
LT

1 L1 ⊗ Q−1
2 B

BT Q−1
2

)
e(t) + 2eT

x (t)
(

LT
1 L1 ⊗ Q−1

2 B BT Q−1
2

)
ex (t).

(44)

Substituting (43)-(44) into (42) leads to

V̇2(t) ≤ eT (t)
(

L1 ⊗

(
Q−1

2 A + AT Q−1
2

))
e(t) −

h̄1

2
eT (t)

×

(
LT

1 L1 ⊗ Q−1
2 B BT Q−1

2

)
e(t) +

1
ι3

eT (t) (L1

⊗Q−1
2 BV V T BT Q−1

2

)
e(t) +

1
ς

eT (t) (L1

⊗Q−1
2 B F2 FT

2 BT Q−1
2

)
e(t) +

1
ι1

eT
x (t) (L191(t)

⊗Q−1
2 B BT Q−1

2

)
ex (t) −

h̄1

2
eT

x (t)
(

LT
1 L1

⊗Q−1
2 B BT Q−1

2

)
ex (t) −

h̄1

2
ε̂T (tk)

(
IM ⊗ Q−1

2 B

× BT Q−1
2

)
ε̂(tk) +

M∑
i=1

∂iϑ
2
−

M∑
i=1

∂i (α1i (t) − ϑ)2

+ (ι3 + ς(π4 + π5π6)) eT
ω (t)

(
L1 ⊗ Iq

)
eω(t)

+
h̄1

2
eT
ε̂
(t)
((

1 +
2α1

h̄1ι2

)
I ⊗ Q−1

2 B BT Q−1
2

)
eε̂(t)

−

M∑
i=1

ρiϒ1i (t) +

M∑
i=1

σi

[
∥ε̂i (t i

k)BT Q−1
2 ∥

2
− α1i (t)

×∥eε̂i (t)BT Q−1
2 ∥

2
]
. (45)

If we combine the condition (33) with selected ϑ as max{σ̄ +
1
2 (ι1λmax(L1) + ι2)α1,

η1
λmin(L1)

+
α1
2 (ι1λmax(L1) + ι2)} ≤ ϑ ≤

σα1 −
α1
ι2

+
α1
2 (ι1λmax(L1)+ ι2), σ = min{σ1, · · · , σM }, α1 =

min{α11, · · · , α1M }, the following inequality holds

V̇2(t) ≤ −θ1eT (t)
(

L1 ⊗ Q−1
2

)
e(t) −

h̄1

2
eT

x (t)
(

LT
1 L1

⊗Q−1
2 B BT Q−1

2

)
ex (t) +

1
ι1

eT
x (t) (L191(t)

⊗Q−1
2 B BT Q−1

2

)
ex (t) −

M∑
i=1

∂i (α1i (t) − ϑ)2

+ (ι3 + ς(π4 + π5π6)) eT
ω (t)

(
L1 ⊗ Iq

)
eω(t)

+

M∑
i=1

∂iϑ
2
−

M∑
i=1

ρiϒ1i (t). (46)

According to the proof of Theorem 1, we can know
that the observer error system is asymptotically stable,
and then ex (t), eω(t) is bounded. Let 11 = sup

{( 1
ι1

−
h̄1
2 )eT

x (t)
(

LT
1 L1 ⊗ Q−1

2 B BT Q−1
2

)
ex (t), (ι3 + ς(π4 +

π5π6))eT
ω (t)(L1 ⊗ Iq)eω(t)}. It can be derived

V̇2(t) ≤ −θ1eT (t)
(

L1 ⊗ Q−1
2

)
e(t) −

M∑
i=1

∂i (α1i (t) − ϑ)2

−

M∑
i=1

ρiϒ1i (t) + 1̂1

≤ −ζ̃1V2(t) + 1̂1, (47)

where ζ̃1 = min{θ1, ∂iκi , ρi }, 1̂1 = 11 +
∑M

i=1 ∂iϑ
2.

Multiplying eζ̃1t and taking the integral from the both
sides of (47) yield

∫ t
T off

n−1
V̇2(t)eζ̃1t dt ≤ −

∫ t
T off

n−1
ζ̃1eζ̃1t V2(t)dt +∫ t

T off
n−1

1̂1eζ̃1t dt . Then, one can get

V2(t) ≤ V2

(
T off

n−1

)
e
−ζ̃1

(
t−T off

n−1

)
+

∫ t

T off
n−1

1̂1dt. (48)

If δ(AC K ) = 0, i.e., t ∈
[
T on

n , T off
n
)
, take Lya-

punov function as V2(t) = eT (t)
(

L1 ⊗ Q−1
2

)
e(t) +∑M

i=1 (1/κi ) (α2i (t)− ϑ)2
+
∑M

i=1 ϒ2i (t). Similar to the pre-
vious discussion, we focus our analysis on the case where∑M

i=1 (1/κi ) (α2i (t) − ϑ) α̇2i (t) ̸= 0.
By taking the derivation of V2(t), one derive

V̇2(t) = eT (t)
(

L1 ⊗

(
Q−1

2 A + AT Q−1
2

))
e(t) + 2eT (t)

×

(
L192(t) ⊗ Q−1

2 BK3

)
ε̃(tk) + 2eT (t) (L1

⊗Q−1
2 B F2

) [
f02(ω(t)) − f02(ω̂(t))

]
−

M∑
i=1

ρiϒ2i (t)

+ 2eT (t)
(

L1 ⊗ Q−1
2 BV

)
eω(t) + 2

M∑
i=1

(α2i (t) − ϑ)

×

(
−∂iα2i (t) + ε̃T

i (t i
k)0ε̃i (t i

k)
)

+

M∑
i=1

σi

[
∥ε̃i (t i

k)

× BT Q−1
2 ∥

2
− α2i (t)∥eε̃i (t)BT Q−1

2 ∥
2
]
. (49)

Using Young’s inequality and letting K3 = −BT Q−1
2 give rise

to
− 2eT (t)

(
L192(t) ⊗ Q−1

2 B BT Q−1
2

)
ε̃(tk)

≤
1
ι4

eT (t)
(

L192(t) ⊗ Q−1
2 B BT Q−1

2

)
e(t)

+ ι4ε̃
T (tk)

(
L192(t) ⊗ Q−1

2 B BT Q−1
2

)
ε̃(tk). (50)

Let h̄2 = 2ϑ −(2+ ι4λmax(L1))α2, α2 = max{α21, · · · , α2M },
and 0 = Q−1

2 B BT Q−1
2 . One has

V̇2(t) ≤ eT (t)
(

L1 ⊗

(
Q−1

2 A + AT Q−1
2

))
e(t) +

1
ι4

eT (t)

×

(
L192(t) ⊗ Q−1

2 B BT Q−1
2

)
e(t) +

1
ι3

eT (t)

×

(
L1 ⊗ Q−1

2 BV V T BT Q−1
2

)
e(t) +

1
ς

eT (t)

×

(
L1 ⊗ Q−1

2 B F2 FT
2 BT Q−1

2

)
e(t) − h̄2ε̃

T (tk)

×

(
IM ⊗ Q−1

2 B BT Q−1
2

)
ε̃(tk) −

M∑
i=1

ρiϒ2i (t)
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+ (ι3 + ς(π4 + π5π6)) eT
ω (t)

(
L1 ⊗ Iq

)
eω(t)

+

M∑
i=1

(α2i (t) − ϑ) (−∂iα2i (t)) +

M∑
i=1

σi

[
∥ε̃i (t i

k)

× BT Q−1
2 ∥

2
− α2i (t)∥eε̃i (t)BT Q−1

2 ∥
2
]
. (51)

Besides, one has

−
h̄2

2
ε̃T (tk)

(
IM ⊗ Q−1

2 B BT Q−1
2

)
ε̃(tk)

≤ −
h̄2

4
ε̃T (t)

(
IM ⊗ Q−1

2 B BT Q−1
2

)
ε̃(t)

+
h̄2

2
eT
ε̃ (t)

(
IM ⊗ Q−1

2 B BT Q−1
2

)
eε̃(t). (52)

If we combine the condition (34) with selected ϑ as (2 +

ι4λmax(L1))
α2
2 + σ ≤ ϑ ≤ (2 + ι4λmax(L1))

α2
2 + σα2, α2 =

min{α21, · · · , α2M }, the following inequality holds

V̇2(t) ≤ θ̂1eT (t)
(

L1 ⊗ Q−1
2

)
e(t) + (ι3 + ς(π4 + π5π6))

× eT
ω (t)(L1 ⊗ Iq)eω(t) −

M∑
i=1

∂i (α2i (t) − ϑ)2

+

M∑
i=1

∂iϑ
2
−

M∑
i=1

ρiϒ2i (t). (53)

Moreover, we can easy to know eω(t) is bounded. Let 12 =

sup{(ι3 + ς(π4 + π5π6)) eT
ω (t)(L1 ⊗ Iq)eω(t)}. It attains

V̇2(t) ≤ θ̂1eT (t)
(

L1 ⊗ Q−1
2

)
e(t) −

M∑
i=1

∂i (α2i (t) − ϑ)2

−

M∑
i=1

ρiϒ2i (t) + 1̂2

≤ ζ̃2V2(t) + 1̂2, (54)

where ζ̃2 = max{θ̂1, −∂iκi , −ρi }, 1̂2 = 12 +
∑M

i=1 ∂iϑ
2.

By multiplying both sides of (54) by e−ζ̃2t and then inte-
grating, it follows

V2(t) ≤ V2
(
T on

n
)

eζ̃2(t−T on
n ) +

∫ t

T on
n

1̂2dt. (55)

Analyzing two cases of DoS attacks and integrating equa-
tions (48) and (55) yields

V2(t) ≤



V2

(
T off

n−1

)
e
−ζ̃1

(
t−T off

n−1

)
+

∫ of

T off
n−1

1dt,

t ∈

[
T off

n−1, T on
n

)
,

V2
(
T on

n
)

eζ̃2(t−T on
n ) +

∫ t

T on
n

1dt,

t ∈

[
T on

n , T off
n

)
,

where 1 = max{1̂1, 1̂2}.
For the case of t ∈

[
T off

n−1, T on
n
)
, one has

V2(t) ≤ V2

(
T off

n−1

)
e
−ζ̃1

(
t−T off

n−1

)
+

∫ t

T off
n−1

1dt

≤ V2
(
T on

n−1
)

e
ζ̃2

(
T off

n−1−T on
n−1

)
e
−ζ̃1

(
t−T off

n−1

)

+

∫ t

T off
n−1

1dt +

∫ T off
n−1

T on
n−1

1e
−ζ̃1

(
t−T off

n−1

)
dt

≤ · · ·

≤ V2(0)e−ζ̃1|�s (0,t)|eζ̃2|�a(0,t)|

+

∫ t

0
1e−ζ̃1|�s (0,t)|eζ̃2|�a(0,t)|dt. (56)

Similar to the case of t ∈
[
T off

n−1, T on
n
)
, we have the

following inequality:

V2(t) ≤V2
(
T on

n
)

eζ̃2(t−T on
n ) +

∫ t

T on
n

1dt

≤V2

(
T off

n−1

)
e
−ζ̃1

(
T on

n −T off
n−1

)
eζ̃2(t−T on

n )

+

∫ t

T on
n

1dt +

∫ T on
n

T off
n−1

1eζ̃2(t−T on
n )dt

≤ · · ·

≤V2(0)e−ζ̃1|�s (0,t)|eζ̃2|�a(0,t)|

+

∫ t

0
1e−ζ̃1|�s (0,t)|eζ̃2|�a(0,t)|dt. (57)

It is easy to get |�s(0, t)| = t− |�a(0, t)|. Besides, based on
Assumption 2, we have |�a(0, t)| < �0 + (t/τa). Combin-
ing (56) with (57) gives

V2(t) ≤ e−ζ̃1(t−|�a(0,t)|)eζ̃2|�a(0,t)|V2(0)

+

∫ t

0
1e−ζ̃1(t−|�a(0,t)|)eζ̃2|�a(0,t)|dt

≤ e
(
ζ̃1+ζ̃2

)
�0e

−

(
ζ̃1−

ζ̃1+ζ̃2
τa

)
t
V2(0)

+

∫ t

0
1e

(
ζ̃1+ζ̃2

)
�0e

−

(
ζ̃1−

ζ̃1+ζ̃2
τa

)
t
dt. (58)

According to condition (35) in Theorem 2, we can induce
that ζ̃1 −

ζ̃1+ζ̃2
τa

> 0. The inequality (58) indicates that
V2(t) is uniformly bounded, which meaning the systems
(2)-(4) can achieve bipartite containment control under the
designed decentralized observers and fully distributed con-
trollers. Moreover, adaptive parameters α1i (t) satisfies the
following inequality:

(α1i (t) − ϑ)2

κi
≤ V2(t) ≤ δ ⇒ α1i (t) ≤

√
κiδ + ϑ, (59)

where δ = 1e
(
ζ̃1+ζ̃2

)
�0

/(ζ̃1 −
ζ̃1+ζ̃2

τa
). Furthermore, α2i (t) is

a similar derivation. Therefore, the adaptive parameters α1i (t)
and α2i (t) converge to some finite steady-state values. ■

D. Exclusion of Zeno Behavior
Next, we give Theorem 3 to prove that the Zeno behavior

can be excluded in dynamic ETMs.
Theorem 3: Under the fully distributed controller (13)

and (18) for MASs (3)-(5), the dynamic ETMs (14) and (20)
are Zeno-free.

Proof: We can proof this conclusion by contradiction, and
we will discuss it in the subsequent two cases.

Case I: When δ(AC K ) = 0, assuming that Zeno behavior
happens. Thus, there exists at least one agent i satisfying
limk→∞ t i

k = T , where T > 0 is a constant and t i
k < T .

Then take the derivative of eε̂i (t) in interval
(
t i
k, t i

k+1
)
,

d
∥∥eε̂i (t)

∥∥
dt

=

eT
ε̂i
(t)ėε̂i (t)∥∥eε̂i (t)

∥∥
≤
∥∥ėε̂i (t)

∥∥ =

∥∥∥ ˙̂εi (t i
k) − ˙̂εi (t)

∥∥∥ =

∥∥∥ ˙̂εi (t)
∥∥∥
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= ∥Aε̂i (t) + BK3

M∑
h=1

aih

(
α1i (t)ε̂i (t i

k) − sgn(aih)α1h(t)

×ε̂h(th
k )
)

+ K1C
M∑

h=1

aih
(
exi (t) − sgn(aih)exh (t)

)
+ BK3

N∑
l=M+1

ail ε̂i (t i
k) + K1C

N∑
l=M+1

ailexi (t)∥

≤ ν̄1i , (60)

where ν̄1i = sup0≤t<T

{
∥Aε̂i (t) + BK3

∑N
h=1 aih (α1i (t)×

ε̂i (t i
k) − sgn(aih)α1h(t)ε̂h(th

k )
)

+ K1C
∑N

h=1 aih
(
exi (t) −

sgn(aih)exh (t)
)

+ BK3
∑N

l=M+1 ail ε̂i (t i
k) + K1C

∑N
l=M+1

ailexi (t)∥
}

> 0. It can be concluded that V1(t) ≤ V (0) from
Theorem 1, which implies that exi (t), eωi (t) are all
bounded. And we can deduce that ei (t), α1i , α2i , i =

1, . . . , M are bounded form Theorem 2. Note that
ε̂(t) = (L1 ⊗ IM )(e(t) − ex (t)) is bounded. Hence,
∥ε̂i (t)∥ and ∥ε̂i (t i

k)∥ are all bounded. Then ν̄1i does exist.
Suppose that a nonnegative function ξ(t) satisfies

ξ̇ (t) = ℘̄i , ξ(0) =

∥∥∥eε̂i (t
i
k)

∥∥∥ = 0. (61)

By (60) and comparison principle of differential systems,
one has

∥∥eε̂i (t)
∥∥ ≤ ξ

(
t − t i

k
)
, and ξ(t) = ℘̄i t is the

solution of (61). Noting ϒi (t) ≥ ϒi (0) exp [− (1 + ρi ) t],
one can get that if

∥∥eε̂i (t)
∥∥2

≤
ϒi (0)

σα1∥B Q−1
2 ∥2 e−(1+ρi )t , then

g1i (t) ≤ 0. Thus, the evolution time of ξ2 (t − t i
k
)

from 0 to
ϒi (0)

σα1∥B Q−1
2 ∥2 e−(1+ρi )t , denoted as τ i

k , can be regarded as the

lower bound of t i
k+1 − t i

k . That is, τ i
k can be gotten from the

following equation:(
℘̄iτ

i
k

)2
=

ϒi (0)

σα1∥B Q−1
2 ∥2

exp
[
− (1 + ρi )

(
t i
k + τ i

k

)]
. (62)

Since τ i
k ≤ t i

k+1 − t i
k and limk→∞ t i

k = T , a contradiction that
0 =

ϒi (0)

σα1∥B Q−1
2 ∥2 e−(1+ρi )T can be deduced from (62) when

k → ∞. Hence Zeno phenomenon is excluded.
Case II: When δ(AC K ) = 1, the derivative of eε̃i (t) in

interval
(
t i
k, t i

k+1
)

is

d
∥∥eε̃i (t)

∥∥
dt

=

eT
ε̃i
(t)ėε̃i (t)∥∥eε̃i (t)

∥∥
≤
∥∥ėε̃i (t)

∥∥ =

∥∥∥ ˙̃εi (t i
k) − ˙̃εi (t)

∥∥∥ =

∥∥∥ ˙̃εi (t)
∥∥∥

= ∥Aε̃i (t) + BK3

N∑
k=1

aikα2i (t)ε̃i (t i
k) + K1C

N∑
k=1

aikexi (t)∥

≤ ν̄2i , (63)

where ν̄2i = sup0≤t<T

{
Aε̃i (t) + BK3

∑N
k=1 aikα2i (t)ε̃i (t i

k)+

K1C
∑N

k=1 aikexi (t)
}

> 0. On the basis of attack
compensator (19) and Assumption 2, we can easily conclude
that ε̃i (t) is bounded, ε̃i (t i

k) is also bounded. Besides, exi (t)
and α2i (t) are bounded as declared in Case I. Then ν̄2i does
exist.

Similar to the proof of case 1, we can deduce that Zeno
phenomenon is excluded by contradiction. ■

Fig. 3. Communication topology.

IV. SIMULATION RESULTS AND ANALYSIS

This part utilizes a satellite flight system to validate the
availability of the control scheme developed in this paper. Each
satellite flying in low-Earth orbit is treated as an individual
agent. It is assumed that there exist 6 agents, and their com-
munication relationships are illustrated in Fig. 3. The black
lines represent positive weights between agents, indicating
cooperative relationships in their communication, whereas the
red lines represent negative weights, representing competitive
interactions among the agents. The weights between agents are
±1, respectively. The followers group is {1, 2, 3, 4}, and the
leaders group is {5, 6}, Notably, the agents in followers group
are structurally balanced and can be divided into V1 = {1, 2}

and V2 = {3, 4}.
The kinetic equation of the i th satellite are given as follows:

¨̂xi − 2w0 ˙̂yi = uxi + dxi ,

¨̂yi + 2w0 ˙̂xi − 3w2
0 ŷi = u yi + dyi ,

¨̂zi + w2
0 ẑi = uzi + dzi , (64)

where x̂i , ŷi , ẑi denote the position of the i-th satellite within
the rotating coordinate frame, uxi , u yi , uzi denote the control
inputs, dxi , dyi , dzi are external disturbances, ω0 represents
the angular rate of the virtual satellite. Denote the position
vector ri =

[
x̂i ŷi ẑi

]T , velocity vector ṙi =
[
vxi vyi vzi

]T ,
control vector ui =

[
uxi u yi uzi

]T , disturbance vector di =[
dxi dyi dzi

]T . Satellite formation flying can be achieved if
there exists a constant distance ji satisfies ji − jh ∈ R3, such
that ri − ji → rh − jh , ṙi → ṙh for all i, h ∈ N, where
ji = col( j x

i , j y
i , j z

i ). Let r̂i = ri − ji and xi =
[

r̂ T
i ṙ T

i

]T , it
can be inferred from (64) that

ẋi (t) = Axi (t) + B [ui (t) + di (t)] , i = 1, 2, 3, 4,

and the kinetic equation of virtul leader is
ẋl(t) = Axl(t), l = 5, 6

with A = [0 I3; A1 A2] , B = [0; I3], and

A1 =

 0 0 0
0 3 w2

0 0
0 0 −w2

0

 , A2 =

[ 0 2 w0 0
−2w0 0 0

0 0 0

]
,

where w0 = 0.001. The dynamics of external disturbances

can be modeled as (4). Take matrices as W =

[ 0 1 0
−1 0 0
0 0 0

]
,

V =

[ 1 0 1
0 1 0
1 0 0

]
, F1 =

[ 1 0 0
0 1 0
0 0 1

]
, F2 =

[ 1 0 0
0 1 0
0 0 1

]
, and nonlin-

ear functions f01(ωi (t)) =
[
0, 0, −ωi1(t)

(
ω2

i1(t) + ω2
i3(t)

)]T ,
f02(ωi (t)) =

[
−ωi2(t)

(
ω2

i1(t) + ω2
i3(t)

)
, 0, 0

]T .
Select the initial states x1(0) = [0.5; −0.1; −0.5; 0.2;

−0.11; 0.16]
T , x2(0) = [−0.5; −0.12; −0.1; 0.5; 0.18; 0.2]

T ,
x3(0) = [−0.9; 0.8; −0.3; 0.17; −0.2; 0.15]

T , x4(0) =

[0.14; −0.6; 0.5; −0.1; 0.18; −0.9]
T , x5(0) = [−0.13; 0.1;
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Fig. 4. Trajectories of agents.

TABLE I
NUMBERS OF TRIGGER OF EACH AGENT

−0.4; 0.17; −0.7; 0.6]
T , x6(0) = [0.1; 0.2; −0.1;

−0.6; 0.13; −0.14]
T . Assume that the total duration of

DoS attacks as t ∈ [15s, 20s] ∪ [30s, 36s] ∪ [41s, 50s] ∪

[54s, 64s] ∪ [72s, 80s] ∪ [88s, 98s]. Set parameters
ϱ1 = 10, π̌ = −2.999, η1 = 10, ι3 = 1, ι4 = 1, ς = 1, α1 =

α2 = 1, θ1 = 0.01, θ̂1 = 100, ∂1 = ∂2 = ∂3 = ∂4 = ∂5 = 1,
and event-triggered parameters ρ1 = ρ2 = ρ3 = ρ4 = 4,
σ1 = σ2 = σ3 = σ4 = 1.

By solving the LMI, we obtain observers and controller
gains as follows:

K1 =


1.2177 0.0947 0.1377

−0.0378 1.0380 −0.0569
0.2218 0.0685 1.0117
7.2806 0.3487 1.2798

−0.0562 5.8790 −0.1770
1.3816 0.2612 5.7294

 ,

K2 =

[ 1.0688 1.2894 1.1420
−0.7425 1.2349 −1.0324
1.4303 0.2136 −0.2656

]
.

K3 =

−0.5682 0.0001 0.0142 −2.5286 0 0.0561
−0.0001 −0.5821 0 0 −2.5831 0
0.0142 0 −0.5824 0.0561 0 −2.5847

 .

Fig. 4 shows the trajectories of the six agents, where the
red and black solid lines represent the trajectories of leaders
5 and 6, respectively, while the red and black dashed lines
denote their symmetric trajectories. It can be observed that
the trajectories of agents 1, 2 are contained within the scope
surrounded by leaders’ trajectories. Inversely, agents 3, 4 are
contained in the opposite direction of the leaders’ trajecto-
ries. This demonstrates that the agents can achieve bipartite
containment under the designed fully distributed controller.
Figs. 5 and 6 show curves of the states and disturbances
estimations of followers. It demonstrates that the observers
designed in this study can estimate both the system and
external disturbances accurately. Fig. 7 presents the trajec-
tories of the adaptive parameters αi , i = 1, · · · , 4. Fig. 8
shows the event-triggered instants, which illustrates that the
communication between agents is intermittent. Additionally,
the trigger times under different parameters ρi are given in
Table I. It demonstrates that the number of triggers increases
if ρi increases.

Fig. 5. Trajectories of followers and estimated states.

Fig. 6. Trajectories between disturbances and estimated states.

Fig. 7. Trajectories of adaptive parameter αi .

Fig. 8. Event release instants.

Fig. 9. Trajectories of agents with linear exogenous systems in Fig.1(a).

In addition, when the exogenous systems are modeled in
linear form or Lipschitz nonlinear form, it can be seen from
Figs. 9-10 that the system successfully achieves bipartite
containment. This demonstrates that the controller proposed
in this paper provides strong robustness of the system against
different types of disturbances. Furthermore, Fig. 11 shows the
state trajectories of the agents under persistent DoS attacks,
highlighting the system’s resilience performance under the
proposed attack compensator.

Moreover, random white noises are considered to illustrate
the impact of measurement noise on the observer performance.
Figs. 12-13 show that the system’s estimated performance
degrade in the presence of random white noise, while still
within acceptable thresholds.

A comparison simulation with the control scheme in
literature [21] is done. In the absence of DoS attacks,
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Fig. 10. Trajectories of agents with Lipschitz nonlinear exogenous systems
in Fig.1(b).

Fig. 11. Trajectories of agents under persistent DoS attacks.

Fig. 12. Trajectories of followers and estimated states with random noises.

Fig. 13. Trajectories between disturbances and estimated states with random
noises.

TABLE II
NUMBERS OF TRIGGER OF EACH AGENT

Figs. 14 and 15 show the system states trajectories. It can be
observed that bipartite containment is achievable under both
the controllers designed in this study and in [21]. However,
the numbers of triggers in control scheme designed in this
paper is less than that in [21], as shown in Table II. Fig. 16
demonstrates that under the control scheme designed in [21],
the states of the agents become unbounded when DoS attacks
and external disturbances coexist, whereas bipartite contain-
ment control can still be achieved under the control scheme
based on observers and attack compensator designed in this
paper.

Fig. 14. Trajectories of agents under control scheme in this paper.

Fig. 15. Trajectories of agents under control scheme in [21].

Fig. 16. Trajectories of agents under control scheme in [21].

Fig. 17. Trajectories of agents under control scheme in [49].

Another simulation comparison of control performance with
reference [49] is given in Fig. 17. As shown in Fig. 17,
the control scheme proposed in [49] fails to achieve bipartite
containment. In contrast, the control scheme proposed in this
paper can achieve bipartite containment control well.

Furthermore, in comparison to the static ETM presented
in [33], the dynamic ETMs designed in this paper exhibit
fewer trigger times, as illustrated in Table III. In addition, the
containment error obtained by using the proposed dynamic
ETMs is smaller than that in [33], which can be observed
in Table IV. This demonstrates that the ETMs developed
in this paper represent a resource-efficient approach, while
maintaining system performance.
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TABLE III
NUMBERS OF TRIGGER OF EACH AGENT

TABLE IV
2-NORM OF CONTAINMENT ERRORS

V. CONCLUSION

This study has developed an event-triggered-based fully
distributed control protocol to solve the bipartite containment
problem of MASs affected by DoS attacks and exoge-
nous disturbances. To estimate the unknown systems states
and disturbances states, decentralized observers and distur-
bance observers have been introduced. Additionally, an attack
compensator has been proposed to alleviate the effects of mali-
cious attacks. For the propose of save limited communicate
resources, dynamic ETMs have been presented, and the Zeno
behavior has been excluded. Finally, satellite flight systems
have been used to validate the effectiveness of the proposed
control scheme. Future work will explore containment and
bipartite containment control problems for MASs with com-
munication delay, and focus particularly on ETMs to eliminate
the need for the continuous-time supervision of event-driven
conditions.
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