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The detection of stego images, used as a carrier for secret messages for nefarious activities,
forms the basis for Blind Image Steganalysis. The main issue in Blind Steganalysis is the
non-availability of knowledge about the Steganographic technique applied to the image.
Feature extraction approaches best suited for Blind Steganalysis, either dealt with only a
few features or single domain of an image. Moreover, these approaches lead to low

Igy v(\j/olrds: st vsi detection percentage. The main objective of this paper is to improve the detection per-
Dillgtionmage cganalysis centage. In this paper, the focus is on Blind Steganalysis of JPEG images through the process
Steganography of dilation that includes splitting of given image into RGB components followed by
Feature extraction transformation of each component into three domains, viz., frequency, spatial, and
Frequency wavelet. Extracted features from each domain are given to the Support Vector Machine

Spatial (SVM) classifier that classified the image as steg or clean. The proposed process of dilation
Wavelet was tested by experiments with varying embedded text sizes and varying number of
extracted features on the trained SVM classifier. Overall Success Rate (OSR) was chosen as
the performance metric of the proposed solution and is found to be effective, compared

with existing solutions, in detecting higher percentage of steg images.
© 2014 Elsevier Ltd. All rights reserved.

1. Introduction

Steganography is the art of hiding a message in a carrier.
Earlier this technique was used by kings for sending any
private message by embedding it in the messenger’s body
parts. Today, this art of hiding has turned digital, hence the
term digital image steganography. Various algorithms have
been developed over the years for hiding the message into
the digital image (The resultant image is then called as Steg
Image.) This art has also become a challenge for the human
as it could be used for illegal activities such as terrorism.
Terrorists use this art for sending their messages to various
parts of the world through internet without being noticed.
Hence a dire need arises for a counter technique to detect
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such steg images which is known as Digital Image
Steganalysis.

Digital Image Steganalysis is the technique only for the
detection of any message in a digital image. Extraction of
message is a part of Cryptanalysis. There are two types of
Steganalysis: (a) Targeted or Specific and (b) Blind or Uni-
versal. Targeted Steganalysis refers to the technique of
identifying the Steg image where the Steganography algo-
rithm used for hiding the message is known, whereas, in
case of Blind Steganalysis, the steganography algorithm is
unknown. Hence it becomes most difficult to identify. JPEG
images have been the most commonly exchanged image
format over internet. This paper focuses on the Blind Image
Steganalysis and proposes a technique for identification of
any JPEG image as steg or clean image.

The rest of the paper is organized as follows: Section 2
discusses the existing solutions. Motivation is discussed
in Section 3. Section 4 discusses the proposed technique,
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experiments conducted, and their results. Finally, the paper
is concluded in Section 5.

2. Existing solutions
2.1. Targeted Steganalysis

In Fridrich et al. (2000), LSB embedding is detected by
the presence of many close pairs. Detection of gray scale
steg images was proposed in Fridrich et al. (2001). Further,
the message length was derived by forming three groups,
viz., regular, singular, and unusable. Detection of audio
steganography was proposed in Dumitrescu et al. (2003)
based on some statistical measures of sample pairs that
are highly sensitive to LSB embedding operations. Steg-
anography algorithm, F5 (Westfeld, 2001), was attacked in
Fridrich et al. (2003a) and message length was determined
using distinguished statistical quantities, such as T, that
correlate with the number of modified DCT coefficients. F5
with very low embedding in gray scale images was detec-
ted in Cai et al. (2005).

The detection of EzStego (Machado) steganography
technique in palette images (GIF image), using pair analysis
was done in Fridrich et al. (2003b).

All these algorithms assumed that the steganography
algorithm was already known. The image format used in
most of these techniques was bmp.

2.2. Blind Steganalysis

Detection of a steganography along with watermarking
was done in Avcibas et al. (2003) by identifying the image
quality metrics with the help of Analysis of Variance
(ANOVA) (Rencher, 1995) technique and building a feature
set which is passed to multivariate regression classifier
used to classify the images as steg and clean. Training and
testing has been done on bmp images with known LSB
steganography techniques such as Steganos (Steganos Il
Security Suite), Stools (Brown) and Jsteg (Korejwa). The
steganalysis technique works only on LSB embedding
steganography techniques.

In Shi et al. (2005), steganalysis technique was proposed
in which features from gray scale bmp images were
extracted using the moments of characteristic functions in
subbands of the wavelet transformation of image which
was then trained and tested using a neural network clas-
sifier. These images used for training and testing were
embedded with five known steganography techniques, viz.,
non-blind SS (Cox et al., 1997), blind SS (Piva et al.), block SS
(Huang and Shi, 1998), generic QIM (Chen and Wornell,
1998), and generic LSB. This work was extended in Zhang
and Zhong (2009) which measured all the 78-
dimensional features with the help of F-score feature se-
lection method, selected one threshold value, and dropped
those features which have F-scores below that value.
Choosing of suitable threshold is a difficult task as the re-
sults may vary for different steganography algorithms.

A technique for detecting additive steganography or LSB
matching (Holotyak et al., 2005) with features extracted
from an estimated stego signal, obtained in wavelet
domain, using model based approximation of stego image

pdf was proposed in Mielikainen (2006). The features from
gray scale images were then trained and tested with linear
classifier.

The steganalysis methodology in Luo et al. (2011) pro-
vides a comparison between two most commonly used
statistical features, viz., Characteristic Function (CF) and
Probability Density Function (PDF) moments, in Blind
Steganalysis and gives a theoretical and practical analysis
on feature selection and extraction.

Though a very good effort has been made in this field of
steganalysis, still there are some areas unexplored. The
above algorithms, in spite of their advantages, have some
flaws. The proposed algorithm is an attempt to cover the
less explored area of combining RGB with feature extrac-
tion in three domains of JPEG image.

3. Motivation

Steganography is being used for communication and
carrying out anti-social activities (News article). Therefore,
in the interest of the Nation’s Security, detection of hidden
communication within any media transmission is of utmost
significant and this motivated to take up further research in
this field. The literature survey on steganography and
steganalysis, confirmed the need for a Blind Steganalysis
algorithm which can clearly distinguish between steg and
clean image. Though many Blind Steganalysis algorithms
have been devised, still there are some less explored areas.
Several detection techniques which considered R, G, or B
separately or feature extraction in different domains, viz.,
frequency, spatial, and wavelet, separately are existing. As
most of the images used nowadays are color in nature, any
attempt to hide any information may affect either one or
more or all color information. Further, it may affect any
feature(s) of any of the three domains, viz., frequency,
spatial, and wavelet. Hence, there is an intuition that if
Feature extraction combined with R, G, B color information
is used; there is a possibility of improved performance of
the steganographic detection techniques, which is the basis
for proposition in this paper.

Earlier research work has focused only on DCT or spatial
or wavelet domain for steganalysis of JPEG images. Also, the
JPEG images used in most of the techniques were gray scale
or prepared by the researchers themselves. In this paper,
the images were used from Berkley’s image dataset BSD300
(BSD300 Image Dataset) in its original format without any
modifications and features from the three domains have
been extracted and classified by the SVM classifier
(Cristianini and Shawe-Taylor, 2000).

4. Proposed technique
4.1. Introduction

The concept of image calibration to obtain the statistics
of the DCT coefficients has been proposed in (Fridrich,
2005). This technique has been used in our dilation pro-
cess after decomposing the image into RGB components.
The statistics in spatial, frequency, and wavelet domains are
obtained and statistical feature values are calculated. These
features are extracted from various sets of images, each set
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Fig. 1. Block schematic of proposed technique.

being prepared with well known steganography algo-
rithms. Then all the features are put together for training in
SVM classifier to get a trained model. Test images are
compared with the trained SVM model and get classified as
steg or clean image.

4.2. Block schematic of proposed technique

The block schematic of the proposed technique is given
in Fig. 1. Let the JPEG image be denoted as I, spatially
transformed image as STI, calibrated spatially transformed
image as CSTI, calibrated JPEG image as CFTI (I'), wavelet
transformed image as WTI, and the vertical, horizontal, and
diagonal wavelet components as VHD.

Any given JPEG image has to be first split into three RGB
components and then each component passes through the
following feature extraction and classification algorithm
using SVM:

Feature extraction and classification algorithm using SVM
Step-1: Divide the given JPEG image I into 8 x 8 DCT blocks
Step-2: Perform the spatial transformation over I to obtain
STI
Step-3: Crop the image STI by 4 x 4 from all the sides to
obtain the calibrated image CSTI
Step-4: Perform the 2-level wavelet transformation over
STI and CSTI to obtain VHD at each level.
Step-5: Perform the frequency transformation on CSTI to
obtain the image I'.
Step-6: Extract the frequency domain statistics from [ and I
as follows:
a. Find the mean, variance, skewness, and kurtosis of |
and I
. Find the global histogram of AC coefficients of
c. Find the histogram of AC coefficient differences be-
tween adjacent DCT blocks of |
d. Find the co-occurrence matrix of coefficients in the
same location between I and I

e. Find the co-occurrence matrix of coefficients at all
locations along the diagonals of DCT blocks between I
and I
f. Find the global histogram of AC coefficients at all lo-
cations along the diagonals of DCT blocks of I
g. Find the histogram of adjacent pixel differences along
the boundaries of DCT blocks
Step-7: Extract the spatial domain statistics from STI and
CSTI as follows:
a. Find the mean and variance of STI and CSTI
b. Find the co-occurrence matrix of adjacent pixel dif-
ferences in STI
c. Find the co-occurrence matrix of pixel values in same
location in STI and CSTI
d. Find the co-occurrence matrix of adjacent pixel value
differences in same location between STI and CSTI
Step-8: Extract the wavelet domain features from the VHD
as follows:
a. Find the mean, variance, skewness and kurtosis of
VHD of level-1
b. Find the mean, variance, skewness and kurtosis of
VHD of level-1

Row/ 2 3 4 5 6 T 8
Col

1 (1,2) (1,3) (1,4) (1,5) (1,6) (1,7) (1,8)
2 (2,1)

3 (3,1)
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5

6

7

8 (8,1)

Fig. 2. 8 x 8 DCT block.
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Table 1
Frequency domain statistics.

Sr.no. Statistics name

Mean of DCT coefficients of

Variance of DCT coefficients of |

Skewness of DCT coefficients of |

Kurtosis of DCT coefficients of

Mean of DCT coefficients of I

Variance of DCT coefficients of I

Skewness of DCT coefficients of I

Kurtosis of DCT coefficients of I

Global histogram of AC coefficients of I

Histogram of AC coefficient differences between adjacent

DCT blocks of 1

11. Co-occurrence matrix of coefficients in same location
between I and I

12. Co-occurrence matrix of coefficients in specific locations
between I and I

13-35. Histograms of AC coefficients at locations along the
diagonals of DCT blocks of I

36. Histogram of adjacent pixel differences along the DCT block

boundaries

200N U A WN =

IS

Step-9: Calculate the features from the statistics obtained
Step-10: Insert these features in the trained SVM classifier
Step-11: Output the result (steg or clean Image)

4.3. Feature extraction module

The features are calculated from the three popular do-
mains, spatial, frequency, and wavelet, for each image
component. The statistics in each domain are obtained and
then features are calculated from it.

The equations of Li et al. (2010) are used for computing
the co-occurrence matrices and histograms for obtaining
the statistics in spatial and frequency domain. Mean, vari-
ance, skewness, and kurtosis (Flannery et al., 1986-1992)
are obtained using equations (1)-(4):

(L))
MeaaniMXN (1)
. 1 M N ..
Variance V = oo ]Zi:] Zj:] (F(i,j) — M)? 2)

1 F .7 N M 3
Skewness S = WZZZJNA [%} ®

Table 2
Spatial domain statistics.

Sr.no.  Statistics name

Mean of pixel values of STI

Variance of pixel values of STI

Mean of pixel values of CSTI

Variance of pixel values of CSTI

Co-occurrence Matrix of adjacent pixel differences in STI
Co-occurrence Matrix of pixel value in the same location of
STI and CSTI

7. Co-occurrence Matrix of adjacent pixel value difference in
same location between STI and CSTI

DU A WN =

Kurtosis K = {ﬁzzl jN:1 {WT} -3 (4)

where, F is the particular image statistics matrix and (M, N)
gives the size of the matrix F
4.3.1. Frequency domain statistics

The statistics in Frequency domain or DCT domain are
obtained by dividing DCT coefficient matrix of images I and
I' into 8 x 8 DCT blocks. A DCT block is filled along the
diagonal and the values after the half of the center diagonal
are null or zero. All the values above the center diagonal are
considered. The locations other than the shaded part in
Fig. 2 are to be considered as one of the statistics along with
other statistics as described in Table 1.

A total of 36 x 3 = 108 statistics are obtained from
frequency domain.

4.3.2. Spatial domain statistics

For extracting the statistics in spatial domain, the
decomposed image pixel values in STI and CSTI are used.
Table 2 shows the statistics obtained.

A total of 7 x 3 = 21 statistics has been obtained from
Spatial domain.

4.3.3. Wavelet domain statistics

Two-level wavelet decomposition for each of the RGB
image components is performed as shown in Fig. 3. V, H,
and D are the vertical, horizontal, and diagonal wavelet
components respectively. The first order statistics obtained
from each wavelet component in each level of the wavelet
decomposition are given in Table 3.

Finally, there are 4 (number of statistics) x 3 (number of
wavelet components) x 2 (number. of levels) = 24 wavelet
statistics from the wavelet decomposition of STL Similarly
from the calibrated image CSTI, the same 24 statistics are
obtained. Totally, 24 + 24 = 48 wavelet statistics have been
obtained. Considering the RGB color components a total of
48 x 3 = 144 wavelet statistics are used in this paper.

4.3.4. Calculation of features

Center of Mass (COM) is calculated as a feature using the
equation (5) for statistics with histograms and co-
occurrence matrices:

£ 58 F(Q.j) « fi(F () -
ffe2(F)

COM (I) =

where, F is the particular image statistics matrix, (M, N)
gives the size of the matrix F, and fft2 gives the discrete
fourier transform (DFT) for a two dimension vector.

For other statistics, the statistic obtained itself is taken
as a feature.

A COM value should provide the uniform distribution of
values over a particular matrix. When a particular image
statistic value is multiplied by its Fourier transform and
divided by overall Fourier transform, it yields a value which
is uniformly spread over a matrix. Thus, this equation helps
us to reduce the 2-dimensional matrix to a single value
without disturbing its characteristic. As DFT is central
symmetric, for a DFT sequence with length N, the value of
COM needed to be calculated in the range [1, N/2]. Thus, a
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Fig. 3. Bock schematic of wavelet decomposition.

Table 3
Wavelet domain statistics.

Sr. no. Statistics name

1 Mean of coefficients of V (or H or D)

2. Variance of coefficients of V (or H or D)
3. Skewness of coefficients of V (or H or D)
4, Kurtosis of coefficients of V (or H or D)

103 x 3 = 309-dimensional feature vector has been formed
in this paper.

4.4. Implementation

MATLAB R2010a from Mathworks (Matlab R2010a) has
been used for all the feature extraction process. The
following two toolboxes were integrated with matlab:

a) JPEG toolbox (JPEG toolbox): Useful in preprocessing of
JPEG images

b) PCM (Parallel Computing Toolbox) (PCM toolbox): This
tool was used for faster execution of statistics calcula-
tion functions in matlab. It creates worker threads
which can execute multiple independent functions at
the same time. 10 worker threads were used in our
implementation in this paper.

After the feature extraction of JPEG images, SVM clas-
sifier (Support Vector Machine) has been used for training
and testing of features. Also the final classification of test
images, whether clean or steg is done by SVM. Fig. 4 shows
the role of each of these tools in getting the output.

4.5. Experiments

4.5.1. Preparation of datasets

Berkley’s image dataset BSD300 (BSD300 Image
Dataset) which contains 300 JPEG images each of
481 x 381 resolution, with sizes varying from 23 KB to
111 KB, was used in this paper for preparing the training
and testing datasets. Out of the 300 images, 200 were used
for preparing training dataset and 100 were used for pre-
paring testing dataset. Out of the 200 training images, 80
images were used as clean images and the rest 120 images

MATLAB
R2010a

JPEG Images JPEG

were used for embedding text messages using the well
known steganography algorithms. Similarly from the test
images, out of 100 images, 50 images were used as clean
and the rest 50 images were embedded with text messages.
The well known steganography algorithms used for
embedding text in training images were F5 (Westfeld,
2001), Outguess (Provos, 2001), StegHide (Hetzl, 2003),
and Hide and Seek (Provos and Honeyman, 2003). For
testing dataset images, steganography algorithms used for
embedding text were: Invisible Secrets 4 (IS) (Invisible
secrets 4), Dynamic Battle Steg (DBS), and Dynamic Filter
First (DFF) (Sivasubramanian and Raju, 2013). The following
varying sizes of text messages were used for the experi-
ments conducted:

Experiment-1: With hidden messages of size M1 - 110-126
bytes
Experiment-2: With hidden messages of size M2 - 55-65
bytes
Experiment-3: With hidden messages of size M3 - 27-31
bytes

Ten different text messages were randomly embedded
in the images in every experiment. The ratio of embedding
comes out to be approximately 0.09% in all the embedded
images in Experiment-3.

4.5.2. Experiments using Stego Tools

The steg images used in our experiment were prepared
using the Stego Tools widely available on the internet. Table
4 gives the characteristics of each steganography algorithm
used and their respective Stego Tools. For conducting ex-
periments and for evaluating the performance of the pro-
posed technique, 25 images were selected randomly out of
the chosen 120 training images for embedding with text
messages using the Stego Tools of well known steganog-
raphy algorithms as shown in Fig. 5. For each steganog-
raphy algorithm, this process was repeated. For the test
images, out of the chosen 50 images, 25 images were
embedded randomly with the available Stego Tools of the
given algorithms as shown in Fig. 5. For each steganography
algorithm, the process was repeated. The different charac-
teristics of each steganography algorithm described in
Table 4 make our training and testing dataset versatile in

Trained

(TRAIN/TEST) > Toolbox

PCM Toolbox

A\ 4

Classifier
Classified
result for
TEST images

4|—7 model
SVM

Fig. 4. Implementation of proposed technique.
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Steganography algorithms

Characteristics

Stego Tools

F5
(Westfeld, 2001)

Outguess
(Provos, 2001)

StegHide
(Hetzl, 2003)

Hide and Seek
(Provos and Honeyman, 2003)

Invisible Secrets
(Invisible secrets 4)

DBS
(Sivasubramanian and Raju, 2013)

DFF
(Sivasubramanian and Raju, 2013)

e Offers a large steganographic capacity

e Implements matrix encoding improving the efficiency

of embedding.

e Employs permutative straddling to uniformly spread

out the changes over the whole
steganogram

e Uses a pseudo-random number generator to select DCT

coefficients at random

e Allows the insertion of hidden information into
redundant bits of data sources

e Preserves statistics based on frequency counts

e Can determine maximum message size than can be

hidden

e The color-respectively sample-frequencies are not
changed

e Undetectable by color-frequency based statistical
tests

e Randomly distributes the message across the image

e Uses a password to generate a random seed, then

uses this seed to pick the first position to hide in
e It continues to randomly generate positions until
has finished hiding the message

it

e More useful to figure out areas of the image where

it is better to hide in

e Encrypts and hides the message data on innocent

surfaces of image.
e Uses strong file encryption algorithms (like AES).

e Message is hidden randomly in the best parts of the

image.

e Use of filter ensures message is hidden in least
noticeable parts of image

e Uses dynamic programming to make the hiding
process faster and less memory intensive

e Algorithm filters the image using one of the inbuilt
filters and then hides in the highest filter values first.
e Filters the most significant bits, and leaves the least

significant bits to be changed
e Uses dynamic programming to make the hiding
process faster and less memory intensive

F5-steganography (F5-steganography)

OutGuess 0.2 (Provos)

StegHide 0.5.1 (Hetzl, 2003)

diit-1.5 (Digital Invisible Ink Toolkit)

Invisible Secrets 4 (Invisible secrets 4)

diit-1.5 (Digital Invisible Ink Toolkit)

diit-1.5 (Digital Invisible Ink Toolkit)

nature, thus helping in making our evaluation technique

more effective.

The experiments carried out along with their signifi-
cance are discussed in the following Section 4.5.3.

4.5.3. Summary of experiments

Three experiments were conducted with the objective

Training

Dataset

Testing

Dataset

approach can detect in an image.
Stego Tools

F5-steganography

OutGuess 0.2 Prﬁ?OSEd

Technique Features
ISteq P for Feature > tr;?gﬁn
StegHide 0.5.1 mages Extraction g
diit-1.5 (HideSeek) yy
SVM
Trained
Clean Images Model
A 4
Clean Images Features | SVM'
»| classifier
Invisible Secrets 4 \ 4
Proposed
diit-1.5 (DBS) Technique
Steg £
> or Feature a v
diit-1.5 (DFF) Images Extraction

Stego Tools

Fig. 5. Usage of Stego Tools in the experiments.

images

of finding the least embedding text size the proposed
The

in
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Table 5
Results for Experiment-1.
Domain name True negatives (TN) TP False positives (FP) FN
Invisible secrets DBS DFF Clean Invisible secrets DBS DFF Clean
Spatial 8 23 23 39 17 2 2 11
Frequency 22 20 20 43 3 5 5 7
Wavelet 19 19 23 42 6 6 2 8
Proposed 24 24 24 42 1 1 1 8
Table 6
Results for Experiment-2.
Domain name True negatives (TN) TP False positives (FP) FN
Invisible secrets DBS DFF Clean Invisible secrets DBS DFF Clean
Spatial 9 23 21 48 16 2 4 2
Frequency 21 23 23 37 4 2 2 13
Wavelet 18 20 22 42 7 5 3 8
Proposed 22 22 23 42 3 3 2 8
Table 7
Results for Experiment-3.
Domain name True negatives (TN) TP False positives (FP) FN
Invisible secrets DBS DFF Clean Invisible secrets DBS DFF Clean
Spatial 24 20 21 37 1 5 4 13
Frequency 23 20 19 37 2 5 6 13
Wavelet 24 19 18 42 1 6 7 8
Proposed 24 20 20 41 1 5 5 9
Table 8
Results for Experiment-4.1
Domain name True negatives (TN) TP False positives (FP) FN
Invisible secrets DBS DFF Clean Invisible secrets DBS DFF Clean
Spatial 24 20 21 37 1 5 4 13
Frequency 23 20 18 37 2 5 7 13
Wavelet 24 19 18 42 1 6 7 8
Proposed 24 19 20 41 1 6 5 9

Experiment-1 were embedded with text messages of sizes
M1 varying from 110 to 126 bytes in training as well as in
testing images. The results obtained are shown in Table 5.
The message size M2 for embedding in Experiment-2 was
approximately reduced to half of M1 equal to 55-65 bytes.
The results obtained are shown in Table 6. The message size
M3 for embedding in Experiment-3 was approximately
reduced to one fourth of M1 equal to 27-31 bytes. The re-
sults obtained are shown in Table 7.

It was observed that the detection rate was reducing as
the embedding text size was reduced. So, in order to increase
the detection rate, one experiment, Experiment-4 was con-
ducted with reduced features in frequency domain. The non-
contributing elements for detecting were chosen as features
for reduction. That is, the higher coefficients in DCT block of
an image having more zeros were excluded.

Experiment-4.1 was conducted by reducing the statis-
tics in Experiment-3 by excluding the histograms of all

Table 9

Results for Experiment-4.2
Domain name True negatives (TN) TP False positives (FP) FN

Invisible secrets DBS DFF Clean Invisible secrets DBS DFF Clean

Spatial 24 20 21 37 1 5 4 13
Frequency 24 23 20 35 1 2 5 15
Wavelet 24 19 18 42 1 6 7 8
Proposed 24 21 20 42 1 4 5 8
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Fig. 9. Graph of combined statistics versus number of images.

location values along diagonal 7 and diagonal 8 and
experimenting with the 32 x 3 frequency feature set. Re-
sults obtained are given in Table 8. Experiment-4.2 was
conducted by reducing the statistics in Experiment-3 by
excluding the histograms of all location values along diag-
onal 5 to diagonal 8 and experimenting with the 21 x 3
frequency feature set. Results obtained are shown in Table
9.

Tables 5-9 list the computed value for True Negatives
(TN), True Positives (TP), False Positives (FP), and False
Negatives (FN) for three different steganography tech-
niques, viz., IS, DBS, and DFF. TN shows the number of steg
images detected accurately and FP shows the number of
undetected steg images. Columns TP and FN show the
detection results for clean images. TP shows the number of
clean images detected as clean images while FN shows the
number of clean images detected as steg images. The first
three rows list the detection results of the individual image
domain while the last row lists the detection results of the
proposed approach. On comparing the results of the pro-
posed approach with the results of the individual domain,
it can be observed that the FP is comparatively reduced.

4.6. Performance evaluation and analysis of results

4.6.1. Domain statistic versus number of images
Figs. 6-9 show the graphs of Statistics versus Number of
images for Experiment-4.2. Images numbered from 1 to 50
are the clean images and from 51 to 120 are the steg images.
From Fig. 6, it can be seen that up to 50 images, clean
images were detected correctly as clean images. Further, it

Table 10

OSR% for Experiment-1.
Domain name Invisible secrets DBS DFF
Spatial 62.67 82.67 82.67
Frequency 86.67 84.00 84.00
Wavelet 81.33 81.33 86.67
Proposed 88.00 88.00 88.00
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Table 11

OSR% for Experiment-2.
Domain name Invisible secrets DBS DFF
Spatial 76.00 94.67 92.00
Frequency 77.33 80.00 80.00
Wavelet 80.00 82.67 85.33
Proposed 85.33 85.33 86.67

Table 12

OSR% for Experiment-3.
Domain name Invisible secrets DBS DFF
Spatial 81.33 76.00 77.33
Frequency 80.00 76.00 74.67
Wavelet 88.00 81.33 80.00
Proposed 86.67 81.33 81.33

Table 13

OSR% for Experiment-4.1.
Domain name Invisible secrets DBS DFF
Spatial 81.33 76.00 77.33
Frequency 80.00 76.00 7333
Wavelet 88.00 81.33 80.00
Proposed 86.67 80.00 81.33

can also be seen that some of the clean images were
detected as steg images. In Fig. 7, the steg images are
correctly detected, but some clean images also behave as
steg images. In Fig. 8, very few clean images were detected
correctly. Finally, in Fig. 9, most of the clean and steg images
were detected correctly.

4.6.2. Comparison of Overall Success Rate (OSR)

For each experiment, its Overall Success Rate (OSR)
(Kaufmann, 2005), which is the ratio of number of correct
classifications to the total number of classifications, is
computed using equation (6) and is tabulated in Tables 10—
14.

TP +TN
OSR = TP + TN + FP + FN (6)
where, TP - True Positives, TN - True Negatives, FP - False
Positives, and FN - False Negatives.

In our experiments we have not only focused on the steg
images but also on the clean images. It is highly possible
that a clean image may be wrongly suspected for a steg
image. To show that our proposed approach is more

Table 14

OSR% for Experiment-4.2.
Domain name Invisible secrets DBS DFF
Spatial 81.33 76.00 77.33
Frequency 78.67 7733 7333
Wavelet 88.00 81.33 80.00
Proposed 88.00 84.00 82.67

— T ’ [
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Fig. 10. Graph of OSR versus experiment number.

effective, we compared it with the individual domain re-
sults. The effectiveness of any steganography algorithm is
judged by the OSR value. The graph of OSR for various ex-
periments conducted is given in Fig. 10. Also the graph of
OSR for the experiment with reduced feature set is given in
Fig. 11. As can be seen from Tables 10-14, the OSR value of
the proposed approach, compared to previous three do-
mains individually, has been improved. Also the proposed
approach has been able to detect the images with embed-
ding ratio as low as 0.09% approximately (Table 12 and
Fig. 10). The OSR percentage values in Table 14 and Fig. 11
show the slight improvement in detection of Steg images
with low embedding on reducing the features in frequency
domain.

4.6.3. Comparison of embedding message size

Algorithm-1 (Dumitrescu et al., 2003), Algorithm-2 (Shi
et al.,, 2005), and Algorithm-3 (Xu et al., 2007) have been
reported to detect the presence of hidden message up to
3%, 0.25%, and 5% of embedding message size respectively.
We have conducted three experiments of varying embed-
ding message size, viz., Experiment-1, Experiment-2, and
Experiment-3 with approximately 0.5%, 0.3%, and 0.09%
respectively. The graph comparing the embedding message
size with the different existing algorithms and the pro-
posed one in this paper are shown in Fig. 12.

OSR%

ol S

1 2 3
Experiments with Reduced Features

Fig. 11. Graph of OSR versus experiments with reduced features.
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Embedding Message Size %

1 2 3 4
Algorithms

Fig. 12. Graph of embedding message size versus algorithms.

It is evident from Fig. 12 that the proposed solution in
this paper, detects the steg images, with embedding ratio of
as low as 0.09%, as steg images, which has not been re-
ported so far.

5. Conclusion

The proposed problem of finding if something is hidden
or not in a given image is a challenging one. A lot of
research is carried out but still the existing steganalysis
techniques are inadequate to detect the presence of hidden
information. Such steganalysis technique either focused on
gray scale images, single image domain, or lacked the
proper blend of RGB domain with feature extraction pro-
cess. In this research, the focus has been to improve the
Overall Success Rate (OSR). Our proposed Blind Steg-
analysis technique makes an effective effort in detecting
such images. The contributions made in this paper are, the
use of dilation by decomposing image into RGB compo-
nents and extracting features from spatial, frequency, and
wavelet domain of each of these components. These con-
tributions made our technique effective in terms of
detecting the JPEG images with as low as 0.09% embedding
and with 88% OSR value. Further, the clean images have
been included in our experiment for testing which has been
done and reported in very few of the existing researches.
The experimental results confirm that the proposed tech-
nique is more robust in not detecting a clean image as steg
image. Moreover, the JPEG images used in the experiment
were without any format conversions. They were directly
used from the JPEG images dataset. Thus, it is observed that
given any random JPEG image from network for detection,
the proposed technique gives effective results.
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